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Attacks on Model Privacy via AMX Timing

Remote Leakage & Stealth Resilience
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e Jop: Transformer membership inference (training vs

non-member). Mitigations

e Bottom: HMoE expert inference (routing differences). Method Power Overhead Effect Responsible disclosure

AMX “hot” vs “cold” transitions expose per-input Keep AMX always “warm” (microcode fix) +12% Stops leak to Intel (2023-2024) led

secret-dependent timing. Compiler-inserted dummy AMX ops +8-12% Partial to mitigation in Lenovo
Snr:aller capacity expert routed Disable AMX on context switch +2-12% Practical trade-off UEFI v3.20 (June 2024).

Routing & Early Exit Leakage

e — ROC Curves for Early-Exit Path Detection (All Layers) 1. First attack exploiting hardware accelerator power gating for Al privacy leakage.
iR " 2. Breaks hardware isolation (VMs, OS, SGX).
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2 064 o Ve difernc ' 4. Opens new research frontier on accelerator-level security.
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All results in this paper arereproducible within 40 minutes following the instructions at https://github.com/jkalya/gatebleed, and have been verified through the MICRO artifact evaluation.
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