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Abstract—The next-generation electric power system, known
as the smart grid, will incorporate a large number of renewable
energy resources that fundamentally change the energy man-
agement paradigm. In order to manage efficiently the energy
supply and demand in the power grid, energy routers are
required which adjust dynamically the energy distribution in
the grid, which is so called the Energy Internet. We discuss
in this paper the functional expectations on the energy router
design and present our preliminary research results on the
energy router architectural construction and communication
performance. This paper documents our work-in-progress on the
design and implementation of energy router, a critical equipment
to enable intelligent energy management in the smart grid.

I. INTRODUCTION

In recent years, the increasing concern with the global en-
ergy shortages and environment problems has spurred world-
wide active research on the next-generation electric power
system, which is known as the smart grid that features re-
newable energy resources and intelligent energy management.
A remarkable change of energy exploitation is anticipated
in the smart grid, which shifts from heavy dependence on
fossil fuels to distributed and diversified renewable energy
resources, such as sunlight, wind, hydro, tide, geothermal,
and waste [1]. Besides the utilization of renewable energy
resources, the smart grid is meanwhile an overall upgrade
of the legacy electric power systems in energy management
[2]. In traditional power systems, energy flows unidirectionally
from the power plants to the customers, characterized by
centralized power generation and one-way energy transmis-
sion. In comparison, the smart grid supports a distributed and
flexible energy management paradigm. In this revolutionary
energy management system, energy is generated by maximally
utilizing the renewable resources in a distributive fashion and a
significant portion of the gird users are both energy producers
and energy consumers [3], [4].

The dual roles of grid users resemble those of the Inter-
net users: every Internet user is both a contributor and a
beneficiary of the information exchanged on the web, and
every grid user may both sell and buy energy from the grid.
The similarity between the energy flows and the information
flows has entitled the name Energy Internet to the smart
grid [5]. In the Internet, packet routers play a vital role in
transporting information. Similarly, in the smart grid, we need

energy routers to manage the transmission and distribution of
electricity. Energy routers will serve as a critical component
in the smart grid.

As the smart grid is an emerging research field that still stays
in the primitive research phase, there is no reported research
result on the design of energy routers. In this paper, we attempt
to provide a high-level overview of the functional expectations
and research challenges on the energy router design. Indicated
by the name, the energy router is a technological combination
of power transmissions and information exchanges. It under-
takes two major tasks, namely, dynamic adjustments of energy
flows and real-time communications between power devices,
which also interact with each other. As such, we will discuss
the respective functional requirements on the energy router
for energy controls and inter-device communications, as well
as their integration into an intelligent energy management
entity. Besides the functional requirements, we also present
our framework design of the energy router and our preliminary
experimental results on the communication support for energy
router. The work in this paper presents our current vision
and available results, and hence we also discuss our next-step
research directions.

The rest of this paper is organized as follows. In Section
II, we outline the main features of the smart grid and map
them into the functional expectations on the energy router. In
Section III, we discuss in details the requirements on energy
router design from three perspectives, namely, power elec-
tronics, communications, and control intelligence. We present
our energy router framework design in Section IV, and its
communication support in Section V. Our prospective research
work is discussed in Section VI. We finally conclude this paper
in Section VII.

II. SMART GRID AND ENERGY ROUTER: FUNCTIONAL
EXPECTATIONS

In order to understand the critical dependence of the smart
grid on energy routers, we first outline the functions expected
for the smart grid and then discuss how the energy routers
support these functions. As a comprehensive upgrade of the
existing power systems, the smart grid embraces a large
number of new features, among which the most important ones
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are the inclusion of renewable energy resources and the intel-
ligent energy management that optimizes the energy usages.
Specifically, the functions of smart grid can be categorized
into the following seven domains [6], [7]: bulk generation,
transmission, distribution, operation, market, customer, and
service provider. The energy router is an enabling technolog-
ical component in the smart grid operations. We discuss next
the usages of energy routers in each domain.

A. Energy Router Usages in Smart Grid

1) Bulk Generation Domain: Energy is generated largely
from distributed energy resources. These energy sources are
usually connected to their local electrical loads. When the local
supply exceeds the local demand, the surplus energy flows into
the grid through energy routers. At time of local energy deficit,
the grid provides the insufficient amount of energy through the
energy router.

2) Transmission Domain: The transmission domain is re-
sponsible for energy transmission from the generation sources
to the consumers. Given the distributed energy resources, the
transmission domain needs to dynamically dispatch energy
from the energy sources that have surplus amount after satis-
fying their local demands. Energy routers are hence needed to
implement the dynamic energy flows.

3) Distribution Domain: The energy distribution is imple-
mented through energy routers. When the user demands vary
over time, the energy routers also take the responsibility of
tracking the demand changes to adapt the energy distribution
dynamically.

4) Operation Domain: In order for the operations to be
optimized, grid status information must be collected, such as
the current energy generation capacities in distributed energy
resources and the current energy demands from different
customers. This status information is obtained from the energy
routers used in the transmission and distribution domains.

5) Market Domain: As this domain aims to achieve a
balance between the supply and the demand, the energy supply
and demand information must be gathered from various parts
of the grid in order for the market domain to operate correctly.
The information collection depends on the energy routers
deployed across the grid.

6) Customer Domain: Customers purchase energy from the
grid through energy routers. When the customers also generate
energy from renewable resources, the energy routers regulate
the energy demand and supply for their connected customers.
If the aggregate amount of energy produced by the customers
exceeds their own demand, the superfluous amount is sold
back to the grid through energy routers.

7) Service Provider Domain: The providers either have
their own energy generation facilities or purchase energy from
the distributed renewable energy resources, and sell the energy
to customers. They need to have the current energy supply and
demand information to optimize their service. The information
acquisition relies on the energy routers.

B. Energy Router Functions: User and Grid Levels
Our discussion shows that the energy routers are the funda-

mental equipments required in the construction of smart grid.
As they are used pervasively in the grid, they undertake a
wide range of functions. Similar to the Internet routers, the
energy routers have different location-dependent tasks, which
can be generally categorized as the user-level functions and
the grid-level functions.

1) User Level Functions: When an energy router is located
at the edge of grid, it is connected directly to the customers.
There are a total of three main types of users: distributed re-
newable energy resources, distributed energy storage devices,
and the loads. These users construct a microgrid that hosts
the energy router as its central coordinator. Each user in the
same microgrid talks with the energy router for all the energy
services. We discuss below all the user level functions required
at an energy router.

• User Attachment. The smart grid features an easy-to-use
plug-and-play energy interface. When a user connects to
the smart grid through the energy router, the energy router
is responsible for discovering new user attachments and
configuring them for correct operations.

• Service Request. When the attached user wants to start
some kind of services, the user sends “service request”
message to the energy router. The energy router then
replies “service acceptance” message back to the user and
controls the solid state transformer to provide the energy
service.

• Status Update. The user sends the “status update” mes-
sage to the energy router when the user status changes.
The energy router updates its current user status.

• Service Termination. When the user terminates the ser-
vice, it sends the “service termination” message to the en-
ergy router and then disconnects from the energy router.
The energy router informs the solid state transformer to
stop power output to this user.

• User Detachment. When the user disconnects from the
grid, the energy router detects the disconnection and
updates its user interface accordingly. The detection is
made possible by periodically probing the user existence
and listening to the user acknowledgments. If the energy
router does not hear back from a user for a defined period
of time, the user is believed to be disconnected.

2) Grid Level Functions: An energy router is not only
connected to the energy customers, it also communicates with
the other energy routers in the grid to implement smart energy
management. There are two connection modes for an energy
router to manage its microgrid. They are namely the grid tie
mode and the islanding mode.

In the grid tie mode, the energy router connects its microgrid
to the smart grid and energy flows into and out of the microgrid
through the energy router. The energy router functions as an
energy flow regulator in response to the energy supply and
demand in the microgrid. In the islanding mode, the energy
router disconnects the microgrid from the grid for protection.
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The local loads must be accommodated by the distributed
renewable energy resources and the distributed energy storage
devices in the microgrid. In order to maximize the operational
duration, the energy router minimizes the electricity usages
of low priority tasks. A few typical operational scenarios are
discussed below.

• During the sunny daytime, when the photovoltaic system
is ready to convert solar energy into electricity, it sends
the energy generation request to the energy router. The
energy router checks the local power demand, which
includes the current load demand and the energy capacity
of the distributed energy storage devices, and then con-
firms with the photovoltaic system to start solar energy
conversion.

• At the sunset, the photovoltaic system stops energy gen-
eration and the load demand increases. The photovoltaic
system sends the service termination message to the
energy router and disconnects from the grid. The energy
router informs the distributed energy storage devices to
start energy supply.

• During the early night, the wind turbine may be ready
to generate electricity. It sends the service request to
the energy router. The energy router confirms with the
wind turbine to start electricity conversion and injection
into the microgrid. If the amount of electricity generated
by the wind turbine is more than the local demand, the
surplus is sold back to the grid. Otherwise, the energy
router requests the insufficient amount from the grid.

• In the late night, the load becomes lighter. The energy
router begins to charge the plug-in electric vehicles for
use in the next morning and charge the distributed energy
storage devices for use in the next time of temporary
electricity shortage.

• During the daytime, when the price of electricity is
the lowest for residential users, the energy router of
residential users schedules most of the energy usages in
its microgrid. On the contrary, for industrial users the
price of electricity is the highest during the daytime, and
their energy routers may schedule the non-urgent tasks to
the night time. The energy routers hence determine the
electricity usages dynamically according to the costs.

III. ENERGY ROUTER DESIGN REQUIREMENTS

The energy router undertakes important electricity control
functions to enforce correct and efficient energy management
in the smart grid. It is a technological integration of power
electronics, communications and automations. Therefore, its
design requirements include the following three aspects.

A. Power Electronics Requirements
Power electronics are required in the energy router to

implement automatic energy distributions and management.
As observed from the application scenarios discussed above,
an energy router collects the electricity demand and supply
information in real-time from the grid and dynamically adjusts
the electricity allocation in accordance with the demand and

supply information. Power electronics serve as the interface
between the intelligent management module and the solid state
transformer in an energy router. The power electronics must be
able to operate fast and reliable to ensure the correct enforce-
ment of the commands issued by the intelligent management
module.

B. Communications Requirements
The operations of energy router depend on the grid status

information it collects. For example, the energy router turns on
the photovoltaic system to generate electricity when it detects
that the local load increases, and switches off a power device
when it detects that the device is not working properly. The
communications between energy routers must satisfy three
requirements.

1) Transmission Latency: The communication latency de-
fines the maximum time in which a particular message should
reach its destination through a communication network. The
messages communicated between energy routers may have
different network latency requirements [8], [9], depending on
the type of events that trigger the messages. The most time
critical messages in the smart grid require a delivery latency as
small as 3 milliseconds. Hence, the energy routers must have
sufficiently fast processing and communication capabilities to
guarantee low latency information exchanges.

2) Communication Reliability: The communications be-
tween energy routers must be reliable [10]–[12]. The en-
ergy routers must be designed with the failure probability
minimized. In addition, the energy routers must have com-
munication failure detection capability to retransmit the lost
messages quickly. In case that the energy routers encounter
equipment failures, the remaining energy routers should be
able to continue communications through bypassing paths.

3) Information Security: The information exchanged be-
tween energy routers contains grid operation instructions.
Falsified or impersonated messages will jeopardize the grid
operations. Therefore, the energy routers must ensure the
communications to be secured. Properly designed security
mechanisms are required to prevent unauthorized users from
reading and changing the information communicated between
energy routers. In case that malicious users inject falsified
messages, the energy routers should be able to detect the
falsification and discard these messages.

C. Distributed Grid Intelligence
In addition to the power electronics and communications,

the energy routers must have the distributed grid intelligence
module to make informed judgments regarding the energy
management in the grid. This grid intelligence module utilizes
the information collected through the communication module
and determines the control changes to be made in the grid
through the energy router cooperations. As each energy router
takes charge of a microgrid, the intelligent grid operation deci-
sions are reached by combining and processing the distributed
grid status information collected from different energy routers.
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Fig. 1. The architectural design of an energy router based on a 20 kVA solid state transformer.

IV. ENERGY ROUTER ARCHITECTURAL DESIGN

In this section, we propose an energy router architecture that
incorporates the power electronics, communications and the
distributed grid intelligence modules. In power transmission
and distribution systems, the voltages and currents vary in a
large range, depending on the equipment locations. We use a
20 kVA solid state transformer as an example in our proposed
energy router design. The energy router architecture proposed
in this paper can be applied to other solid state transformers
with different load capacities after slight modifications. We
illustrate our energy router architecture in Fig. 1.

A. Power Electronics Module
The core functions of the power electronics module is to

convert the electricity from high voltages on the transmission
lines to different levels of low voltages suitable for use by
the electrical appliances. As such, this module consists of a
series of sub-transformers connected in sequence to convert
voltages, for example, from 7.2 kV AC to 10 kV DC, from 10

kV DC to 400 V DC, and from 400 V DC to 120 V AC. The
power supply to the sub-transformers can be obtained from
the output of sub-transformers. As the interfaces to different
electrical appliances, the sub-transformers are connected to
various electrical ports. These ports provide plug-and-play
electricity services to many electrical appliances as well as
the connection to the smart grid.

B. Communications Module
The communications module in the energy router consists

of two components, one for the intra-communications inside
the energy router and the other for the inter-communications
between different energy routers. The intra-communications
component is also called the power communications inter-
face in the architecture shown in Fig. 1. This component
manages the communications between the controller of the
solid state transformer and each electrical port. The inter-
communications component can be designed as a dedicated
communication board built with an embedded system. It pro-
vides communication facilities to connect to the information
exchange infrastructure in the smart grid. The network access
technologies include ZigBee, Ethernet and wireless LAN.
The communication board can be either a stand-alone board
separate from the SST controller board or an integrated part
of the SST controller board. If it is a separate board, the
connection between the two boards can use serial link, USB
or other possible technologies. In Fig. 1, serial link is used as
an example.

C. Grid Intelligence Module
The grid intelligence module is integrated into the SST con-

troller board. It collects the energy router status information
from the communications module and manages the optimized
energy generation and distribution both inside the microgrid
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Fig. 2. The communications module in energy router implemented as an
ARM board.

and between peer-to-peer microgrids. The operational deci-
sions of the intelligence module are communicated to the
power quality management component, which is responsible
for changing the solid state transformer configurations accord-
ingly. Typical changes include for example port activations,
appliance attachments, and grid connections.

V. COMMUNICATIONS MODULE IMPLEMENTATIONS AND
EXPERIMENTS

We have implemented a prototype communications module
for our proposed energy router architecture. This module
is built as a stand-alone embeded system and connected to
the controller of the solid state transformer (named as SST
controller in this paper) through a universal asynchronous
receiver/transmitter (UART) serial link. The communications
modules of different energy routers exchange information
through a communication network. A sketch of the commu-
nications module and its connections to other energy router
components is illustrated in Fig. 2.

A. Implementations
We have used the Technologic Systems TS7250 embedded

system (named as ARM board in this paper) to build the
communications module. The ARM board is a general purpose
single board computer with 200 MHz ARM CPU and 64
MB RAM, which runs a modified Linux kernel and provides
different communication interfaces such as WiFi, Ethernet,
USB, and serial ports. The SST controller is implemented
as a separate board to sample status values from and change
configurations to the solid state transformer. In order to allow
communications between the ARM board and the SST con-
troller board, an ARM-SST serial communication protocol has
been set up (explained next) to work over the UART interfaces
on the two boards.

The ARM board functions as the external communication
interface to peer energy routers. Many network technologies
can be used to connect the ARM boards in different energy
routers, such as the Ethernet, wireless LAN, and ZigBee. We
have implemented all the three types of connections. However,
the network connections alone are not sufficient to support the
information exchange functions. A network and transport layer
protocol must be used to ensure reliable communications. The

4 bits4 bits

N bytes1 byte1 byte 1 byte

Type

Payload TypeStart Payload Checksum

2 bytes 2 bytes ... ... ... ...

Version Point Point

Fig. 3. The packet format for ARM-SST communications protocol.

Distributed Network Protocol (DNP3) has been used in our
prototype.

1) ARM-SST Communications Protocol: We have designed
a protocol for the ARM-SST communications by defining the
packet format exchanged between the ARM board and the
SST controller board. As shown in Fig. 3, the packet format
contains several fields. The “start” field signifies the beginning
of the packet, the “payload type” field represents whether the
packet contains set points or all points. The “payload” from
ARM to SST controller consists of 6 set points of 2 bytes each,
whereas the “payload” from SST controller to ARM consists
of the received 6 set points along with 12 analog points. The
last byte accounts for the packet checksum.

When an ARM board receives the control commands from
the network, the commands are forwarded to the SST con-
troller using the UART serial link. The set points received by
SST controller are responsible for controlling the interfacing
power devices, such as relays and circuit breakers. In response
to the set points, the SST controller acknowledges the ARM
by sending the same control points appended with the current
status field of the stored structure (analog points). The stored
structure is periodically updated based on the input values
from the I/O ports. Upon receiving a new set point from the
network, the ARM board continuously sends out set points to
the SST controller until it receives an acknowledgment.

2) Distributed Network Protocol: The DNP3 is an open,
robust and efficient network protocol designed specifically to
operate reliably in harsh environment of the electric utility
automation systems. It can be used to monitor a number of
physical processes and information states, such as electricity
consumption, voltage, current, and temperature at a remote
location over a communication network. The DNP3 protocol
supports communications over TCP/IP stack. We use DNP3
as the network protocol between the communication modules
of different energy routers.

B. Experiments
We have experimented with our prototyped communications

module to measure the packet delay, which is an important
performance metric in power system communications as the
time critical commands in power systems must be promptly
transmitted and delivered. Particularly, we have tested the
packet delays in three scenarios. In each scenario, packets of
variable length (from 16 to 4096 bytes) are transmitted through
the DNP3 protocol, which in turn runs over TCP/IP protocol
stack.

• TS7250-TS7250 via Ethernet. Two TS7250 embedded
systems are connected through a 100 Mbps Ethernet
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switch. Each TS7250 is equipped with a 200 MHz
ARM-9 CPU and 64 MB memory, and installed with
Linux operating system. The measured packet delays vary
between 0.8 and 1.6 milliseconds.

• TS7250-TS7250 via 802.11b. Two TS7250 embedded
systems are attached with WiFi dongles on their USB
ports and communicate by connecting to a shared 802.11b
access point. The measured delays vary between 3.2 and
17 milliseconds.

• TS7250-ZigBee gateway. A TS7250 embedded system is
attached with an Xbee-Pro communication board through
serial link and exchanges data with an 802.15.4 ZigBee
gateway. The measured delays vary between 12 and 86

milliseconds.
The most time critical messages in smart grid communi-

cations require a delay bound as small as 3 milliseconds. It
is however observed from the experimental results that the
actually achieved communication delays exceed the bound in
all the wireless networks that have been tested. Note that
the delay performances will become even worse when the
networks experience heavier background traffic loads or more
complicated multihop networks are used. Thus, it remains a
challenging research problem to speed up the packet transmis-
sions between the communications modules in different energy
routers.

VI. PROSPECTIVE WORK

The work presented in this paper is our vision on the
construction of energy router and our preliminary results on its
communication perspective. There is still much more work to
do to implement the energy router. Our next-step work can be
categorized into the following three directions, in accordance
to our three identified functional modules.

• We are currently trying to build the SST controller board
and connect it to the solid state transformer. The SST
controller board will consist of a DSP chip and a FPGA
chip, which are programed to automatically read the SST
status information and change the SST configurations
when necessary.

• The communications module needs improvement on the
communication delay. Our current experimental results
show that the packet delay with wireless networks is
significantly larger than that with the Ethernet. However,
wireless networks will be an important communication
facility in power systems. Therefore, further work is
required to investigate the methods to shorten the packet
delay in wireless networks. Communication reliability
and security will also be studied.

• The grid intelligence has not been studied in our current
work. It plays an important role in the grid to achieve
efficient energy management. Building this module re-
quires insightful understanding of the energy distribution
in the grid and advanced software for automated real-time
decision making to dynamically adjust the energy router
operations.

VII. CONCLUSION

In the future smart grid, energy router will be a fundamental
and indispensible equipment to support the smart energy
management. We have discussed in this paper the functional
expectations on the energy router design in relation to the
energy router usages in the grid under various operational
scenarios. Based on the functional analysis, we have proposed
an architecture for the energy router design, which composes
three modules in charge of the power electronics, commu-
nications and grid intelligence, respectively. We have also
implemented partial functions of the communications module
and measured the delay performance of this module. Our
experimental results suggest that further research is needed
in order for the energy routers to have satisfactory communi-
cation performance over wireless networks. Finally, we have
discussed our next-step work on the energy router design and
implementation. This paper summarizes our progress toward
energy router construction and we hope the work presented
in this paper advances our understanding of the energy router
functions and implementations.
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