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Abstract—Authentication can provide security by pre-
venting unauthorized usage and negotiating the credentials
for secure communications. Nevertheless, it induces heavy
overhead to communications, further deteriorating the
quality of service (QoS). Therefore, analyzing the QoS
and security impact of authentication becomes critical to
developing efficient authentication schemes. In this paper,
we first introduce a system model for the analysis of chal-
lenge/response authentication in wireless networks. Then,
we evaluate anthentication cost, delay, and call dropping
probability for different security levels. By considering
traffic and mobility patterns, we show the numerical
results to illustrate the impact of authentication on security
and system performance,

I. INTRODUCTION

The tremendous emergence of wireless communication
technologies such as Wi-Fi and 802.11 in wireless local
area network (WLAN) has facilitated the ubiquitous Internei
service, whereas inducing more challenges to security due
to open medium [1]. In order to provide secure services in
wireless networks, authenfication is used to identify a mobile
user (MU) before communication [1]. In the authentication,
an MU is required to submit credentials such as certificates
and challenge/response values for verification with a security
association (SA), which is a irust relationship with parameiers
such as session keys. With the authentication, the network
resource can be maintained by only authorizing legitimate
users. The information secrecy and dafa integrity can also
be guaranteed with negotiated keys for encryption. Therefore,
authentication has great effects on security.

Meanwhile, authentication also affects the quality of service
(QoS) greatly. When public/private-key based authentication
is applied, the computation complexity for authentication
consumes much time and power [2]. Therefore, secret-key
based challenge/response authentication mechanism is widely
used in wireless networks, In this mechanism, the credentials
of the MU are encrypted and transmitted 1o the home networks
of MUs among authentication servers. The transmission affects
many QoS parameters such as authentication cost in terms
of signaling and encryption/decryption cost and delay, which
affects other parameters such as call dropping probability.

Moreover, the arrival rate of authentication requests is
related with the mobility and waffic patterns of MUs, which
may greatly affect QoS such as aggregated authentication
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cost in different scenarios. Thus, the impact of authentication
on QoS parameters are far more sophisticated with different
mobility and traffic patterns in different scenarios.

Since authentication affects both security and QoS, the
design of an authentication scheme should consider security
and efficiency, simultaneously. To this end, many authenti-
cation protocols are proposed [1], [3]-[5]. However, there is
no rigorous method that adapts to the mobility and traffic
patterns of MUs, and no quantitative evaluation is provided
on authentication efficiency with mobility and traffic patterns.
Therefore, they do not meet the requirement of authentication
efficiency with concerns of the mobility and traffic patierns.

In this paper, we evaluate the authentication impact on
security and efficiency with mobility and traffic patterns based
on challenge/response authentication. First, we propose a
system model for WLAN, which is consistent with many
wireless networks such as Mobile IP networks, to analyze chal-
lenge/response based authentication. The consistency guaran-
tees that our analysis has the same impact in various wireless
networks with similar system meodels. Second, we provide
completed analysis on authentication cost, delay and call
dropping probability for one authentication request at different
security levels, which are used to represent the security of au-
thentication. Furthermore, we analyze the authentication delay
and call dropping probability statistically in combination with
mobility and traffic patterns in a scenario, which demonstrates
potential ways to optimize authentication efficiency in future,

The rest of our paper is organized as follows. In Section II,
we introduce the system model, assumptions, and define the
metrics used in this paper. We analyze these metrics based on
the mobility and traffic patterns of an MU in Section III. Then,
in Section IV, we show the numerical results of our analysis
on authentication delay and call dropping probability. Finally,
we draw conclusions in Section V.

II. SYSTEM MODEL AND METRICS

In this section, we propose a system model for the basic
challenge/response authentication mechanism in wireless net-
works. Then, we define the security and QoS metrics.

A. General Model and Assumptions

‘We consider that an MU is roaming within a foreign network
domain with a number of M subnets of equal size in it.
An example of this model is shown in Fig. 1. Each subnet
has an access point (AP) in it. A local authentication server
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(LAS) is a server that takes charge of the authentication in
this network domain, and all of the subnets share security
associations with the LAS. A security association (SA) is a
trust relationship that provides credentials such as keys for
cryptographic operations. In addition, the LAS shares an SA
with the authentication architecture, which is composed of
many authentication servers.

of -—-
Architecture
TN HAS
N

@ :Access Point —= : Movement of MU
SN: SubNetwork MU Mobile User
LAS: Local Authentication Server  HAS: Home Authentication Server

Fig. 1. System Model: Roaming within a Foreign Network.

If we define the residence time of the MU in one subnet as
T. , and assume that the probability density function (PDF)
of Ty, fr.(t), is Gamma distribution with mean 1/p, and
variance V, the Laplace transform of fr, (t), Fi.(s), is:

BT ot BN -
o) = (g whee 1=y @
Assume that the number of subnets that an MU passes in a
network domain is uniformly distributed between 1 and M.
The Laplace transform of the PDF of the residence time in a
network, Fys(s), and the mean value of the residence time in
a network, T as, become [6]:

+ M
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Although some other parameters such as the size of subnets
and speed of MUs will affect the residence time of MUs, we
do not go further to evaluate these parameters in this paper
and will analyze them in our future work. .

In this paper, we want to analyze the impact of authen-
tication on voice traffic because it has simple and explicit
distribution models. As for other traffic such as data flow, sim-
ilar analysis can be obtained by replacing the corresponding
distribution model in our assumption. Therefore, we assume
that the call arrival rate of the MU, which includes the
incoming and outcoming calls, is Poisson process with rate A,
and a call duration time, T, has an exponential distribution
with mean value 1/7. The PDFs of the inter-request time,
fr.(t), and call duration time, fr,(t), are given by:

Fra(t) = e ™ frg(t) = ne” " @

B. Challenge/Response Authentication

In a challenge/response based authentication, a user is
identified with a shared SA by an authentication server, which
sends a random number to the user for encryption and verifies

the returned value with decryption [3]. The challenge/response
authentication has three types of signal diagram for three types
of authentication requests shown in Fig, 2:

o Case A: an MU is in intra-domain handoff authentication.
An intra-domain handoff authenrication is initiated when
an MU is crossing the boundaries of subnets in the
network domain with an on-going service, In this case,
the LAS replies a challenge value, a random value, to the
MU. Because there is an on-going session between the
MU and the AP, one session SA exists between the MU
and the LAS. Thus, the MU encrypts the challenge value-
with the session SA into a se-called response and replies
it. Then, the LAS can authenticate the MU.

o Case B: an MU is in session authentication in a foreign
network. A session authentication is initiated when an
MU starts 2 connection in a subnet. In this case, the LAS
does not share an SA with the MU, thus forwarding the
challenge and response values to the HAS of the MU.
After authentication, the HAS may generate the secret
credentials such as keys and send them to the LAS,

o Case C: an MU is in inter-domain handoff authenrication.
An inter-domain handoff authentication is initiated when
an MU is crossing the boundaries of different networks
with an on-going service. In this case, the signaling is
similar with that in case B, except that the MU needs
registration to its home agent (HA) because we assume
that a registration happens during inter-domain roaming.

C. Definitions of Metrics

In this section, we define security levels, authentication cost,
delay and calt dropping probability for QoS evaluation.

1) Security Levels: The concept of security level here is a
value to indicate the level of protection from authentication.
We categorize the security according to the protection for
integrity, confidentiality and resource availability in Table I:

TABLE I
SECURITY LEVEL CLASSIFICATION

[ Security Level | Integrity | Confidentiality | Availability Protection

0 No No No

1 No No Low

2 No No Medium
3 Yes Yes High

o Security Level 0. Any MUs can send data through an AP
without authentication. Thus, the integrity, confidentiality,
and resource availability cannot be protected.

« Security Level I: Authentication is implemented by ver-
ifying MAC address without key generation. The data
integrity and confidentiality cannot be protected without
the key for communication, but the network resource is
slightly protected by identifying the MAC address.

o Security Level 2; Authentication is implemented with
shared SA without key generation. The network resources
can be protected by authorizing legitimate users,while
the data integrity and confidentiality are not guaranteed
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Fig. 2. Challenge/Response Authentication in Wireless Networks.

without the key, which may compromise the availability
of the network resources.

» Security Level 3: Authentication is implemented with
shared SA with key generation. The data integrity and
confidentiality can be guaranteed. The network resource
is also protected with strong cryptography techniques.

2) Average Authentication Cost, Delay, and Call Dropping

Probability: Throughout this paper, the average authentication
cost, C (1), is defined as follows: -

3
Cl) =3 _N[CEDHCP @], g€ {123}, i€{0,1,2,3),

=1 :

q. ) (5)
where ¢ is the security level, g is the authentication type. ¢ = 1
means an intra-domain handoff authentication, g = 2 denotes
a session authentication, and ¢ = 3 indicates an inter-domain
handoff authentication. C{*(i) and CP () are the signaling
load and the encryption/decryption cost at security level 4 for
authentication type g, respectively. A, is the arrival rate of
authentication requests for authentication type g.

The authentication delay, T,(4), is defined as the time from
when the MU sends out an authentication request to when
the MU receives the authentication reply at security level i.
Therefore, we define average authentication delay, T(7), as:

3
T(@) =D ATe()), q€{,2.3}, {0,123}

In our papéilwe consider that the call is dropped when an
authentication delay is greater than a threshold time [7], [8].
Then, we define average call dropping probability, P(3), as:
Ygma AePald)

Tomide
where Ty, is a threshold time, Pr,y(T5(3) > Tin) is the
probability that an authentication delay is greater than the
threshold time Ty, for authentication type ¢. Next, we evaluate
all of the variables to get C(), T'(¢), and P(4), respectively.

1II. PERFORMANCE ANALYSIS

In this section, we first analyze C§ (i), C(4), T,(i), and
Fy{f), based on the challenge/response authentication shown
in Fig. 2. We only provide the analysis while ¢ = 3 because
the inter-domain handoff authentication, i.e, ¢ = 3, is most
complicated and we have limited space here, The analysis for
g = 1,2 foliows the same clue as ¢ = 3, and we will provide
the numerical results of these cases in Section IV. Then, A,, are
derived with mobility and traffic patterns of the MU. Finatly,
C{%), T(¢) and P(i) can be obtained.

P() = , Puli) = Pro(T@) > Tw), )

A. Performance Analysis per Authentication
We analyze C§™ (i), G (4), T, (), and P,(3) in the case of
g = 3 at different security levels, which are necessary to obtain
C(i), T(i), and P(z). For convenient analysis, we define a set
of cost parameters in Tabie II.
TABLE IT i
AUTHENTICATION COST PARAMETERS

Symbol | Description |
Cs Transmission cost on one hop
Cp Encryption/decryption cost on one hop
Co Verification cost at an authentication server
Cus Encryption/decryption cost for a session key
Cq Key generation cost
Ces Transmission cost for a session key
to other communication identities
Crg Registration cost

1} Authentication Cost per Operation: Cy(3), is composed
of Ci(3) and C(s), which depend on the authentication
type ¢ and security level £. The signaling costs, C‘és) (), can
be derived from the signaling diagrams in Fig. 2.C as follows:

Q(Nh—i-l)cs, i=0
COiy=q 2(Nu+2e,, i=1 )
2(Nu +3)cs, i=2,3

where N is the number of hops between the MU and its
HAS. The coefficients before ¢; denote the number of hops
by which the whole authentication process passes, Similarly,
CP)(3), can be written as:

Crg,

2Nuep + ¢y + Crg,

2(Nk 4 1}ep + Cus + Co -+ Crg,

2(Nh + I)Cp + 2cus +cv + Cg + Cts + Crg,
where the coefficients before ¢, denote the number of hops,
on which we should consider the encryption/decryption cost
during one authentication. At security level 0, no cost is
needed for encryption/decryption. At security levels 1, 2, and
3, the credentials needed to be verified at an authentication
server, thus the cost is ¢,. At security level 2 and 3, chal-
lenge/response values are encrypted for authentication, thus
one cost variable ¢, is needed. In addition, at security level
3, keys are encrypted and transmitted to the MU at the HAS,
thus additional cost ¢, and ¢4 are required.

2) Delay per Authentication: We define a set of time
parameters shown in Table HI for convenient description.
Then, we use the signaling diagram in Fig. 2.C to derive T3(3)
as shown in (10). The coefficients before T}, and Tpr denote

o) =

R,
([ |

L= o

363

®



2Ta + 2(Nh + 1)(Tpr + :Ftr) + Q(Nh - 1)T3q + Try,

Q(Nh + 2)(’1—‘:1— + Tpr) + 3Ta + 2Tu + Q(Nh - E)Taq + 2NhTed +Trgg

Q(Nh + 3)(Ttr + Tpr) + 4Ta + 2Tv + Tus + Q(Nh + ]-)Ted + 2(Nh - 2)qu + Trg,

2(Nh + 3)(1-:’.1' + Tpr) + 4Tzz + 2Tv + 2Tus + Q(Nh + l)Ted + 2(Nh - Q)qu + Tg + ns + Trg,

T5(i) =

the number of hops by which the authentication messages pass,
while the factors before T,y are the number of hops on which
the encryption/decryption exist. The numbers before T, Tyy
and T, are the number of times to access the AP, intermediate
authentication servers and HAS, respectively, during one au-
thentication. At security level 2, a pair of challenge/response
values is used for verification. Therefore, time T, is needed.
At security level 3, another T, is needed to encrypt and
decrypt the key generated with time T, and transmitted to
the MU. In order to protect the data communication between
the communication partners, T;, is needed to transfer the
credentials such as keys to the other communication partners.
TABLE III
AUTHENTICATION COST PARAMETERS

Symbol | Description
Tor Message propagation time on one hop
Tir Message transmission time on one hop
Ted Message encryption/decryption time on one hop

T Authentication request service

& waiting time at the AP

Authentication request service & waiting time
at the proxy authentication server

Ty Authentication request service

& waiting time at the HAS

Key encryption & decryption time

A Key generation time at the HAS

Tis Transmission time for the session key
to the other communication identities such as HA
Tog Registration request service

& waiting time at the HA

3) Call Dropping Probability per Authentication: In order
to evaluate Ps(i), we consider the authentication delay in (10).
We only consider the time variables, Tyq, Ty, Ty, and Tiy,
as random variables because the variance of the other time
variables are relatively small. Thus, Ps(¢) can be written as
Pg(i) = PTQ(,){TLG,(’L) > Tth} with Ta(?,) shown in (10). The
problem now is changed to find the PDF of T5{z). If we assume
that two conditions exist: (1)M/M/1 queues are applied at
APs, authentication servers, and HAs; (2)The PDFs of T,
T, Ty, and T, are independent identical distribution (IID),
the PDF of Ty, Ty, Ty, and Ty, w(£), can be shown as [9]:

w(t) = (ps — Ag)e™ P20t (11)
where 11, and A, are the service and arrival rate of requests,
respectively. The PDF of T3(:¢) can be determined by:

E(Etzle"e—ft

N
) - SENTTRT 7N
fTa(‘)(t) - t[‘ 21\? ze sy 1= 1 1 (12)
g nt2)
N2~ £ =93
TeMTs 0 T4

where fiy(;)(t) is the PDF of Ty(i), [(z) 2 [ s*~le~*ds,
and £ = ps — Ag. P3{3) can be obtained with (12).
B. Arrival Rates of Authentication Requests

Since the authentication requests are categorized into three
types, we analyze the arrival rates of different types of

authentication requests, i.e., Aq, (¢ = 1,2, 3} next.

i=0
i=1
i=2 - (0
i=3

1} Arrival Rate of Intra-domain Handoff Authentication Re-
giests, A1 The intra-domain handoff authentication happens
whenever an MU crosses the boundaries inside a network
domain with an on-going service. In order to calculate the
arrival rate of intra-domain handoff authentication requests,
we categorize the calls into four events shown in Fig. 3:(1)
Y; is the event that one call starts before entering a network
and ends in the network; (2) Y7 is the event that one call starts
and ends in the same network; (3) Y3 is the event that one call
starts in a network and ends after leaving the network; (4) Y
is the event that one call is held on throughout the residence
time of an MU in a network. Then, A; can be written as:

/‘\1 = /\uPT1(Wu1 - 1) + AUPT‘Q(NQQ - 1)

+ruPr3(Naz — 1) + AuPra(Nas — 1), a3
where Pr;, (j = 1,2,3,4), is the probability that event Y;
happens, and N,;, is the average number of subnets passed
by an MU in current network in event Y. Pr; can be derived
from Fig. 3 in (17) at next page. In (17), Tp’s PDF is shown
in (4), Tp, is the residual time of T, with the same PDF as
Tp in (4), Tas's Laplace transform of PDF is shown in (2),
and Ty, is the residual time of Ty with Laplace transform
of PDF, Fr(s), as:

'
TD:an Twe
ols——lo ! Ta
- Al e R m—
PR L L et S
[ [ Twu t ot tTe ot
A.Event Y1 B.Event Y:

" To 10 ’I——__....l’ T o
(o

' v

bg_li,"i vy B

[L g Ty ot il Tw ot
C.Event Y D.EventYs

I : Enter a Network Domain [> : Leave a Network Domain
4 : Start a Call Q:EndaCall  To: Call Duration Time

Tor : Residual Time of Call Duration Time

Tw: Residence Tiwe in a Network Domain

T : Residual Time of the Residence Time in a Network Demain

Fig. 3. Time Diagram of Events.

where Tpy and Fys(s) are defined in (3) and (2), respectively.

(14)

In (17), X1 £ Tas — Tpr, Xz 2 Tage — Tp, and X3 2
Tp — Tar. Thus, fx,(t), (] = 1,2,3) can be computed as:
gt (nts)Far s)} J= 1
n 1
Fo(ty=9 27 Fm(s)ﬂ?% i=2, (s
£ (n+s}Farr(s) [ j=3

where Farr(s) and Fay{s) are shown in (14) and (2), respec-
tively, q—_"_Ls is the Laplace transform of the PDF of Tp shown
in (4). Note that far(t) and fas-(¢) can be obtained by:

In@)=2Z7 {Fa(s)},  fmr()dt = Z27° {Fare(s)}, (16)
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Jo° Aulte™ A P(TD > At)d(At) - Po(Tor < Tar) = i fo© Fx (D)t
B.(Tp < Tare) - Prltonr <12 < 80 + Tatr) = [° Fxo (£t [ dute ™ fagr ()2,
Pr(Tp > Tagr) - Prltmy €10 <t + Tore) = [5° Fao ()t [7° Aute™ =" farn(t)dt,

Pr; =

i=1
I an

I A Ate™ A P(TD > A(AL) - Po(Tor > Tu) = (Tﬁjw[l =[x (t)dl], =4

Therefore, Prj, (j = 1,2,3,4) are determined.

e Tp —— el
f— s ——] — 1o —
> IV S —_
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I S PR S S = Y TR PO T S
LY ¥ tha3-1  [Na3 t: 2 Kvm-1 ENm

C. Time Diagram for Na1 D. Time Diagram for Na4

Tp : One Call Duration Time . ti : Residence Time in a Subnet i
Twm : Residual Time of the Résidence Time tn a Network Domain
P : Enter a Network Domain~ [> : Leave a Network Domain

Fig. 4. Time Diagram for Number of Subnets Passed by in One Call.

Next, we need to evaluate Waj in the event ¥; according
to the time diagrams shown in Fig. 4. In order to evaluate
‘Na1 and Ngs, we consider a theorem in [10], which says
that given call holding time and subnet residence time with
Gamma distribution, the average number of subnets passed by
an MU within a call can be obtained. In event Y7 and Y2, the
call duration time in the network domain are Tp, and Tp,
respectively, which are exponential distribution, one special
case of Gamma distributions. Therefore, N4, and N, can be
cbtained with a theorem in [10] as:

- N = Naz = 2, (18)

On the other hand, note that the caﬁ duration time in events
Ys and Yy, i.e., Thrr and Ty are not Gamma distributions,
thus we cannot obtain N,a and N ;4 with the theorem in [10].
Therefore, we need to derive Nz and N4 next,

From Fig. 4.C, we have:

TMr == tr + i ti,
where ¢; is the residence time 0f1£r21 MU in a subnet 1, and Ty,
has a PDF in (16). Therefore, by taking Laplace transform on
both sides of (19), we have:

Farr(s) = Fi {8)Griys1(8) a=Fr (o) (20}
where Fi.(s) is defined in (1), G -1(2) is the generating
function of the PDF of Ng3 — 1. Thus,

o = 8 GNﬂ5—1é2)|;=Fr;=1 lomo + 1

g
_oaM? M1 MA+1) {v+1
= 2M_M_1 Lrl%_l +1.

127 pypir
As for Na4, according to Fig.4.D, Na4 is equal to the
average number of subnets that an MU passes in the network,
Because we assume that the number of subnets that an MU
passes in a network domain is uniformly distributed between
1 and M in the system model [6], we have:

=  M+1
Nos = —5—. (22)

(15)

20

Since the variables Pr; and No; (5 = 1,2,3,4) are
obtained, A; can be evaluated here.

2} Arrival Rate of Session Authentication, Aa: After an MU
has moved into a network domain, a session authentication is
initiated whenever a call arrives. Therefore,

Az = Ay (23)

3) Arrival Rate of Inter-Domain Handoff Authentication,
Az The inter-domain handoff authentication requests happen
when an MU enters the network domain with an on-going
service. Therefore, Az can be obtained by:

Az = Au(Pr1 + Pra),

where Pr; and Pr4 can be found in 17,

(24

Thus, we obtain all the variables needed to evaluate C(3),
T(:) and P(i). By substituting these variables into (5), (6),
and (7}, C(%), T'(%), and P() can be determined.

1V. NUMERICAL RESULTS

In this section, we evaluate the effects of mobility and traffic
patterns on C(4), T{¢), and P(i) at different security levels.
We only provide the analysis results in our paper without
comparison because of lack of similar study in authentication
before. The parameters for evaluation are shown in Table IV.
For the values of authentication costs, we assume that ¢, = 1,
and weight the other costs with the ratio of the time needed
to finish the operation. The values of the authentication time
in Table IV come from [11] with the assumption that APs and
LASs are connected with links of 10Mbps.

TABLE IV
PARAMETERS FOR EVALUATION ON Q08 METRICS

[~ Parameters for Authentication Cost
Cs Cp Cy ” Cy Cis Nh
10 1 20 1 110 10

[ Parameters for Authentication Delay
Tin Tpr Tf.r Ted Tg M
3s 208 4ms 2ms 2ms 120

Parameters for Random Variables
Au 7 ¥ B 3
0.1 min~" | 03min ' | 225 | VIS min~ T | 15 sec™T

The effects of residence time of an MU in a subnet are
shown in Fig. 5, 6, and 7. In Fig. 5, C(i) decreases with the
increase of the residence time of an MU in a subnet because
less intra-domain handoff authentication requests happen in
this case. In Fig. 6, T(z) decreases with the increase of the
residence time of an MU in a subnet. This trend is also due
to the decrease of the intra-domain handoff authentication
requests. In Fig. 7, P{i) increases with the increase of the
residence time of an MU in a subnet. Because the increased
residence time means less intra-domain handoff authentication,
the major part of the call dropping probability approximates
that of session authentication according to (7). Since the call
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dropping probability for session authentication is far more
than that in intra-domain handoff authentication, P(z) will
increase and approximate the call dropping probability in
session authentication with the increase of the residence time.
As we can see, the higher the security levels will cause more
authentication cost, delay, and dropping probabilities.

Authentication Cost vs. Residence Tims

— Authentication Cast at Security Level 1
. —— Authentication Cost at Sacurity Level 2
BOf-+eeeoedi e | —8= Autthentication Cost at Security Level 3|2 ...
; —i— Authentication Gost at Security Level 4

Authentication Cost

s i H i H H H
[} ] 12 t5 18 2 24 27 30
Residence Time in a Subnet (mirutas)

Fig. 5. Authentication Cost vs. Residence Time in a Subnet
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Fig. 6. Authentication Time vs. Residence Time in a Subnet.

x10° Call Dropping Probabiltty vs. Residance Time

—— Call Dropping Probabilty at Security Level 0
16} —— Call Dropping Probability at Security Level 1
—e— Call Dropping Probability at Security Level 2
" —— Call Dropping Probability at Security Level 3

Call Dropping Probability

;i H i H H .
G 9 12 15 18 21 24 27 30
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Fig. 7. Call Dropping Probability vs. Residence Time in a Subnet.

For the effects of traffic load in terms of call arrival rate,
Ay, we only show the relationship between T°(2) and A, in
Fig. 8 due to limited space. However, A, has the same effect
on C{i) and T(%), in which C(3) and T(¢) are proportional
© Ay. On the other hand, A, has no effect on P(z). As we

can see in (7), Ay is a factor of A1, Az, and Az, and will be
removed in (7). Thus, A, cannot change the value of P{z).

Authentication Tima vs. Call Arrival Rate

— Authentication Time at Securily Level 0 | | B
0.4| —— Authentication Time at Security Level 1 | ...
-e—- Authentication Time at Security Level 2 | © !
—6—_Authenlication Time at Security Leval 3 |.:.. oy

o e R A
&05 006 007 008 €09 0109 0¥ 0312 013 014

Call Amival Rate (3. | timas/minute)
Fig. 8. Authentication Time vs. Call Arrival Rate.
V. CONCLUSIONS

In this paper, we address the impact of authentication on
security and quality of service (QoS8), which is critical to de-
liver secure and efficient services in public wireless networks
such as wireless local area network (WLAN). We analyze
the authentication cost, delay, and call dropping probability
at different security levels in wireless networks based on
the system model with challenge/response mechanism. In
the analysis, the mobility and traffic patterns are taken into
account for the QoS at different security levels. Therefore,
this work provides a solid ground for deep understanding
of authentication impact, and demonstrates a framework for
future design of efficient authentication scheme in various
mobile environments.
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