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Abstract— In this paper, we propose a new lightweight complexity of encrypting/decrypting data with public/private
authentication protocol with local security association (SA) keys consumes much time and power [2]. Furthermore, denial
control to locally authenticate an inter-domain roaming of service (DoS) attack to public/private-key based authenti-
user efficiently based on its mobility and traffic patterns cation is found although it can be mitigated with client puzzle
in mobile networks. We first design a protocol to establish technique [4]. Therefore, secret key based challenge/response
a local SA for authenticating the roaming user securely. authentication mechanism is widely used in mobile net-
Then, in order to determine the life time for the local SA, works [5]-[7]. In challenge/response authentication, due to
an authentication cost function is proposed to evaluate the the lack of end-to-end SA between the foreign access router
authentication efficiency with the concern of risk, mobility and the home network of the roaming MU, the credentials
and traffic patterns. The optimal life time of the local SAis of the MU are encrypted and transmitted from a foreign
determined by minimizing the authentication cost function. network to a home network hop-by-hop among authentication
The performance of the proposed protocol is analyzed with servers [8]. The transmission and encryption/decryption of
respect to authentication cost under different mobility and credentials affect many QoS parameters such as authentication
traffic patterns. Comparing to DIAMETER, the proposed cost in terms of signaling and encryption/decryption cost and
approach outperforms DIAMETER for macro-mobility  authentication delay, which further affect other parameters
users with high volume of authentication requests. such as call dropping probability.

) o ) Since the authentication affects both of security and QoS,
Key Words: Mobile networks, authentication, security assome design of an authentication protocol should consider
ciation. security and efficiency, simultaneously. To this end, many
authentication protocols are proposed [1], [5]-[15]. These
papers either focus on providing strong security to the com-

The increasing demand for communications over mobifaunication [6], [9], [12]-[15], or consider how to improve
networks has imposed challenges on security and quality theé authentication efficiency with fast key distribution or re-
service (QoS) due to unprotected and bursty open mediuragthentication in a special scenario [1], [5], [7], [8], [10],
To protect the service in mobile networks, authentication j$1]. But the effects of the mobility and traffic patterns of the
proposed to identify mobile users (MUs) and negotiate secity on the authentication efficiency as well as the risk that
credentials such as keys and cryptographic algorithms [1]. credentials are being cracked are not considered, all of which

A strong authentication protocol can guarantee the seare extremely important for military operation. In the basic
rity by protecting the information secrecy, data integrity anchallenge/response authentication [9], the MU is required to be
resource availability with negotiated secret credentials aadthenticated from the home authentication server (Hfe&h
complicated cryptographic algorithms. In an authenticatiaime before the MU obtains service. Thus, the accumulated
process, an MU is required to submit secret materials suabthentication cost is greatly increased with the traffic pattern
as certificates and challenge/response values for verificatiohauthentication requests. Although a permanent local SA in
The verification is performed with a security associatiothe foreign network can reduce the authentication costs, the
(SA), which is a relationship that affords security servicesstablishment of local SA incurs the overhead of signaling.
with parameters such as keys and algorithms. As a resilioreover, the long term existing SA will compromise the
the authentication can protect authorized access to netwedcurity due to potential brute-force attacks.
resource for legitimate users. The information secrecy and datan this paper, we propose a lightweight authentication
integrity can also be guaranteed by using the negotiated segrettocol with local SA control for efficient authentication in
credentials for encryption and message authentication, whitiobile networks. We first propose an authentication protocol
is extremely critical to the MUs in military movement. to establish a local SA for a visiting MU out of its home

Meanwhile, the authentication has great effect on the Q@®twork. Then, the total authentication cost for the MU, which
such as authentication latency and cost due to additional oviecludes the risk estimation of the local SA, is evaluated with
heads in mobile networks [2], [3]. When public/private-keyhe concern of the traffic and mobility patterns of the MU.
based authentication mechanism is applied, the computatBased on the evaluation of the cost, an optimal life time of
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the local SA is determined to minimize the authentication cost. Therefore, we propose a lightweight authentication protocol
The rest of this paper is organized as follows. In Sectidn establish a controlled local SA and avoid remote authentica-

II, we introduce the security association and authenticatidion with the consideration of mobility and traffic patterns of

architecture needed to implement our protocol with local Sthe roaming MU. The protocol is based on the authentication

control. We propose a lightweight authentication protocol witarchitecture introduced as follows.

local SA control in Section Il by describing the proposed o ) ) .

authentication protocol and deriving the optimal life time of- An Authentication Architecture in Mobile Networks

the local SA based on the authentication cost function. Inin order to deliver the authentication messages between

Section 1V, we evaluate the proposed protocol with local Shobile networks, many authentication architectures are pro-

control by comparing to DIAMETER. Finally, we draw aposed [8], [18], [19]. In our paper, we consider the authenti-

conclusion in Section V. cation, authorization, and accounting (AAA) architecture that
is initially proposed by IETF for Mobile IP networks and is
I[l. SECURITY ASSOCIATION AND AUTHENTICATION being deployed in 3G systems.
ARCHITECTURE An AAA architecture is composed of local AAA servers

(LASs), home AAA servers (HASs), and proxy AAA servers

In this section, we introduce the concept sécurity as- . e
P ty PASs). An LAS is an AAA server that serves for the visiting

sociation (SA) first. Then, we illustrate an authenticatio X . ) :
architecture in mobile networks. The SA and the authenticati U: ina ne_twork ?omilg for AAt'?]‘ ftmcflons. An ::'Atsh 'S,\j{]
architecture make up the environment in which we impleme Server in a network domain that only serves for the N

our proposed authentication protocol with local SA control. W"© subscribe services in the networl_< domain. A PAS is an
brop P AAA server that takes charge of relaying the AAA messages

between different AAA servers. All of these AAA servers are
organized hierarchically with shared SAs between the AAA

As defined in IP security architecture (IPsec), a securifigrver in lower layer and the AAA server in higher layer.
association (SA) is a one-way relationship between com-

municators that affords security services to the traffic with
parameters such as security parameters index (SPI), lifetime,
cryptographer algorithm, and keys [16]. When an SA is
established and modified, these parameters can be modified iR
simultaneously with authentication protocols. 9
The SAs can be established and modified by using Internet
security association and key management protocol (ISAKMP),
secure socket layer (SSL) or transport layer security (TLS). In
these protocols, SSL and TLS are two protocols commonly
used in mobile networks. SSL is a standard for encrypted
client/server communication between network devices, work-
ing with public/private keys. TLS is an IETF standard with PAS: Proxy AAA Server LAS: Local AAA Server

A. Security Association

Hierarchical
AAA Servers

the goal to produce an Internet standard version of SSL [17]. HAS: H"b“;e AAA Server — + Security Association
. . . . . MU: Mobile Us AR: Access Ri

However, the algorithms applied in this protocol are time- e coess Router

consuming, especially when the client is an MU with limited Fig. 1. AAA Architecture in Mobile Networks.

calculation capability [2]. The extended authentication time
affects many QoS parameters such as packet delay and calkn example of this AAA architecture is shown in Fig. 1.
dropping probability. As we can see, an LAS is located in a local mobile network,
In order to facilitate the authentication in mobile networksserving for visiting MU. There are many access routers (ARS)
secret key based authentication is widely adopted [9]. In pan- a mobile networks that share SAs with the LAS. These
ticular, challenge/response authentication requires the roamAigs also provide communication services for the roaming
MU to submit a response value for authenticateach time MUs. When an MU requests network service from an AR,
which is encrypted with a challenge value, a random valudae LAS will relay the authentication request of the MU
and an SA shared between the MU and its home netwotk. its HAS through the PASs and the hierarchical AAA
The challenge and response values are delivered to the haaerers. If the authentication is granted, the MU can obtain
network of the MU for verification. An authentication approvathe network resources. Otherwise, the request for services is
message is returned if the authentication is granted. Howevejected. If the MU roams from one subnet to another in
whenever an MU initiates a service request or crosses the mobile network, same authentication process is required.
boundaries of subnetworks, authentication will be triggerelf, the distance between the LAS and the HAS is long,
which is related with the mobility and traffic patterns othe authentication efficiency in terms of signaling cost for
the roaming MU and imposes a heavy burden to deliver tlagthentication should be considered seriously. Therefore, some
authentication messages between networks. methods are proposed to distribute a permanent local SA for



the visiting MU in the local mobile network [7]. However, theywith two problems. One is how to distribute the key securely
do not account for the mobility and traffic patterns of the Mldind efficiently; the other is how to determine the life time of
and the permanent life time of the SA will induce the riskhe local SA to minimize the authentication cost and risk.

of being hacked, which compromises the network securit
furthermore may endanger the military operation due to t
cracked SA of an MU such as a soldier or a plane.

' Authentication and Local SA Establishment Protocol

To consider the efficiency and security with different mobil- MU LAS HAS
ity and traffic patterns, we propose a lightweight authentication | Requesi-Challenge
protocol with local SA control, which can be implemented Challenge Forward .
based on the AAA architecture. Therefore, it can be applied Response _ '&“E
in various mobile environments including 3G, such as CDMA- ey request e (GSMEESA  ,
2000 and UMTS, and 802.11 networks because AAA archi- Request-Challenge
tecture has been deployed in these networks. Challenge —

esponse erly
[1l. LIGHTWEIGHT AUTHENTICATION PROTOCOL WITH RR;y sa Lyj
LocAL SA CoONTROL Terminate SA
We propose a lightweight authentication protocol with local when MU’s out

SA control in this section. First, we provide an overview of  LAS: Local Authentication Server ~ SA: Security Association
the control process. Then, two critical parts of our protocol HAS: Home Authentication Server ~ MU: Mobile User

are introduced. One is to establishment a local SA; the other

is to determine the optimal life time of the SA to minimize
the authentication cost, which is also effective to reduce the
latency and the risk of being attacked.

Fig. 3. Authentication and Local SA Establishment Protocol.

The signaling diagram of the protocol to authenticate a
roaming MU and establish a local SA for sequential authen-
A. Overview of Lightweight Authentication Protocol tication requests is shown in Fig. 3. When a foreign MU
is requesting services in the local network, an authentication
request is sent out to the LAS. The LAS replies a challenge
value, a random value, to the MU. The MU encrypts the
challenge value with an SA shared with the HAS. The result
is a response value and returned to the LAS. Because the LAS
has no SA shared with the MU, the LAS relays the response
value to the HAS of the roaming MU through the AAA
architecture. The HAS of the MU decrypts the response value
and compares the result with the challenge value transfered
by the LAS. If these two values are matched, the MU is
authenticated. Then, a kel(,; is generated with the SA
End shared between the MU and its HAS as follows:

Arrival of an
inter—domain
authentication

[No]

Check if an SA exists
between the MU and LAS

Authenticate the MU
locally with the SA

Authenticate the MU,
Generate SA for the MU

Fig. 2. Overview of Lightweight Authentication Protocol. Ky = HMAC — MD5(Ko,{R1|[IDmu}), Q)

The overview of our proposed protocol is illustrated ifvhere Ko is the pre-shared key in the SA between the MU
Fig. 2. When an inter-domain authentication request froAnd its HAS, R, is a random value of at least 64 bits.
a visiting MU comes to the LAS, the LAS first checks iff Dmu is the MU's identity, HMAC — MD5 is a hash
a local SA exists for the MU. If the local SA exists, thdunctionimplemented with MD5. The symbpimeans the two
LAS authenticates the roaming MU with this SA. Otherwise/alues are linked together. Then, the message that includes the
the LAS relays the credentials of the roaming MU througfpllowing data is sent to the LAS:
AAA architecture to the HAS for authentication. When the
authentication is granted, a local SA is generated for tHe&,,, ALGORITHM, Fy, F;,{R:, ALGORITHM, Fo}r, } &, ,

roaming MU. The sequential authentication requests arriving 2
within the life time of the local SA will be processed efficientiywhere K,; is the key generated for the local SA shared
with the local SA. between the MU and the LASALGORITHM is the de-

Many papers provide the authentication protocols witkcription of the algorithm for the local SA selected by the
shared SA between an MU and an LAS [9]. Therefore, wedAS that will be used for local authenticatioh; is a random
do not focus on the authentication of the MU locally witmumber used to avoid replay attack between AAA servers
shared SA. Instead, we focus on the establishment of taed: — 1 in the AAA chaining servers shown in Fig. & is
local SA in a mobile network for the roaming MU, which isa random number used to avoid replay attack between the MU
highlighted in Fig. 2. The establishment of a local SA involveand the LAS K is the pre-shared key in the SA between the



MU and its HAS, K; is the pre-shared key in the SA betweenminiquely. ALGORITHM is a description of the algorithm used
AAA serversi andi — 1 in the AAA chaining servers shownin this local SA. DIRECTION specifies the association used
in Fig. 4, the subscript¥, and K; mean that the data in thefor packets arriving or leaving, KEY provides the encoding

parenthesis are encrypted wilty or K, respectively. and decoding key for the authentication, whichAd in our
proposed protocol. LIFETIME is a time period to keep the
LAS PAS ~ PAS  PAS  PAS HAS SA, which is determined and transfered by the LAS.
= = ____] = = _ ___ | = =l . . .
= = = = E = Then, the sequential authentication requests sent by the

MU can be authenticated with the local SA by using chal-
lenge/response mechanism. When the life time of the local
SA expires and the MU still stays in current network domain,
the local SA is refreshed by sending a message from the LAS
to the MU with new key and life time of the new SA. The
Fig. 4. Demonstration of Chaining AAA Servers. new key is generated as follows:

n n-1 i-1 i 1 0
i: Index of an AAA Server in the Chaining AAA Servers

PAS: Proxy AAA Server LAS: Local AAA Server
HAS: Home AAA Server — : Security Association

Then, when the HAS, PAS, LAS and the visitihg MU Kuz = HMAC = MD5(Kur, { Bz |[IDarur}), 3)

receive the message, the operations of them are shown aswhere K, is the new keyK,,, is the old key in the old local

« Operation of HASwhen an HAS receives an authenticaSA, Rz is a new random valud,D,y is the identification of
tion request transfered from the associated PAS, the HA® MU. By encryptingz; and life time of the new local SA
authenticates the MU first. If the authentication is grante#th the old SA, the parameters of the new local SA can be
the HAS generates a kel,; with (1) and replies a Ssent to the MU securely from the LAS.
message like (2) to the PAS. From the operations of the HAS, PAS, LAS, and the MU,

we can see that the security to distribute the K€y; is

« Operation of PASwhen the PAS receives a message like . :
(2) from an AAA server, the PAS decrypts the messagi;euaranteed. First, the messages transmitted between the AAA

with key K, and corresponding algorithm in the pre- ervers are encrypted with the SAs between each two of

shared SA. Then, the PAS replies an encrypted value.tg m with nonce technique. Thus, information secrecy, data

F, 1 1o the source AAA server to avoid replay attackg ! 87 PETEG BE KO BEEE TE0 T ERES
After replacingF; with a new random value, encrypting ! 1 9

. HAS is done through a random valdg with an SA
the message with another pre-shared SA, the PAS se}n . . . .
a message like (2) to the next AAA server. shared between the MU and its HAS, which avoids direct key

distribution on the unprotected medium since no encryption is

« Operation of LASwhen the LAS receives an authentijmplemented between the visiting MU and the LAS before the
cation approval with the message shown in (2), the LAgythentication. This operation guarantees secure transmission
decrypts the message with the key and algorithm in thg K, from the HAS to the MU.
SA shared with the upstream PAS and replies vallie 1 The Jife time of the SA has great effect on the sequential
to the PAS to avoid replay attack, whetds the number gythentication requests sent by the visiting MU in current
of chaining AAA servers. Then, the LAS sends a mesretwork domain. If the authentication requests come within the
sage{ Ry, ALGORITHM, Fo} g, |[{LIFETIME}k,, |ife time of the local SA, the visiting MU can be authenticated
to the visiting MU. Here LIFETIM E is the life time of |ocally with challenge/response mechanism. If the life time of
the local SA and it is calculated at the LAS by optimizinghe |ocal SA expires, a new local SA will be generated with
the authentication cost in the next section. additional cost, which affects the authentication efficiency.

« Operation of visiting MUwhen the visiting MU receives On the other hand, if the life time of the local SA is very
the replied message from the LAS, the MU decryptong, the possibility that an SA is being cracked will increase.
the first part of the message to obtain the valigand Therefore, we propose an authentication cost function next
generates the kel(,; with (1). With key K1, the value with the consideration of the risk that an SA is being cracked.
of LIFETIME is obtained. Then, the MU replies valueBy minimizing the authentication cost function, the optimal
Fy — 1 to avoid replay attack. life time of the local SA can be obtained.

When the above operations are finished, a local SA can e Determination of Optimal Life Time
established at the visiting MU and the LAS as follows: In order to determine the optimal life time for the local SA,
we evaluate the total authentication cost with a cost function,
which is related with the life time of the local SA.
where UID is the unique user identification of the MU that the The authentication costs defined as the signaling cost
local SA is used for. In the local SA at the LAS, UID is thefor one authentication request sent by a visiting MU in a
identification of the MU. In the local SA at the MU, UID is theforeign network domain. Theotal authentication costC(T),
identification of the LAS. SPI (Security Parameter Index) is thie defined as the sum of the authentication cost to process all
identification number of the association to differentiate the Sthe authentication requests sent by a visiting MU in a foreign

SA::={UID; SPI; ALGORITHM; DIRECTION; KEY; LIFETIME,



network domain. InC(T"), we consider the risk that one SAnumber of signalings between the visiting MU and its HAS.
is being cracked as part of the authentication cost becauseTherefore,c,, = 4 + 2 * n, wheren is the number of hops
additional SA, i.e., the local SA, increases the possibility thaetween the LAS and the HAS. Far, we evaluate it with the
the security is compromised due to unpredicted events sualmber of signalings to refresh a local SA. When the life time
as unknown attacks. Then;(T) can be written as: expires, the local SA can be refreshed with two signalings.
N -0 One is sent by the LAS to notify the MU with necessary
{ TCm =

- 8T\ | Te . new data such as new key; the other is sent by the MU to
F(ATen +cre™ )+ 52 e E0<T <7, (4) ] i
Nren 4 65T T > - confirm the receptloq of the message.@o: 2._For the cost_
to compensate the risk that a local SA is being cracked, i.e.,
where \ is the arrival rate of session authentication requests, we evaluate it with the number of destroyed records of
which is defined as the authentication initiated to begin a newe MUs caused by the crack of the local SA. We assume one
service for the MU. Therefore) is equal to the call arrival |ocal SA only affects one record of the visiting MU. Therefore,
rate of the MU.T is the life time of the local SA. Once we ¢, = 1. In our proposed protocol, we ask the MU to save its
determine the life time, we use the same valud'ofihenever traffic and mobility patterns in its profile in terms of call arrival
we refresh the local SAc, is the authentication cost for onerate, \, and average residence time of the MU in a subnet,
authentication with local SA;,, is the authentication cost for 7, When the MU needs authentication, these data should be
one authentication with remote authentication to the HAS gént to the LAS. Then, The call arrival rat, and average
the MU, ¢, is the cost to compensate the risk that one SA igsidence time of the MU in a subnéE,., can be obtained
cracked. For example, if the crack of the local SA induces dai@m the MU’s profile. For the residence time of the MU in a
loss, the compensation cost is the cost to recover the origingkwork domain, i.e.r, we use its average valug, Then, if
data from the backup dat@ is an factor of the increasing the visiting MU is assumed to be uniformly roaming in current
speed of the risky is the residence time of the MU in thenetwork domain7 can be evaluated as [20]:
network, ande. is the signaling cost to refresh a local SA. (M +1)T

The first line of C(T') in (4) is the total authentication T=—" (5)
cost without the local SA. In this case, the life time of the i 2 ) .
local SA is set to 0. Therefore, when a session authenticati¥here is the number of subnets in current network domain.
request arrives, the LAS must authenticate the visiting MU N our proposed protocol, we assign a life time to the local
from its HAS because of the lack of local credentials. TheA that meets the conditiod < 7' < 7. Then, the optimal
total authentication cost is equal to the sum of the cost f§flue C*(7™) can be obtained by taking derivative Of(T’)
the authentication requests sent by the MU when it resides'ih respect ofl" as follows:
current network domain. . T . T »

The second line of?(T') in (4) is the total authentication CH(T") = F(AT en ) + T o ©)
cost with our proposed protocol if < T' < 7. A\T'c,, + c,.efT T* is the solution ofe®”" (T* — 1) = c./c,, which can be
is the total authentication cost and the risk that a local Séhiained with discrete method.

is being cracked within the life tim&. Once a local SA is By calculatingT* at the LAS and transmitting it to the

established through our proposed protocol, the authenticatiggiting Mu with the protocol shown in 11I-B, the local SA can
requests arrive within the life tim@' of the SA can be e egiablished securely and efficiently, and the authentication
processed locally. At the same time, the existence of the loe@ls; with the consideration of risk evaluation, mobility and
SA has the risk of being hacked, which is increased with the,sic patterns can be minimized, simultaneously.
existence time of the local SA. In our cost function, we use
c,ePT to present this risk. To decrease the risk, we refresh the V. NUMERICAL RESULTS AND DISCUSSION
local SA when the life time of the SA expires. Therefore, if In this section, we show the numerical results for our
0 <T < 7, the times to refresh an SA i5 because the LAS proposed protocol by comparing to DIAMETER used in
refreshes the local SA evefly minutes, thus the signaling CostAAA architecture. We assume a visiting MU is roaming in
to refresh the local SA i$7+. And the total authentication costa foreign network domain that is composed &f subnets.
should include the signaling cost to establish the local SA fathe corresponding parameters are shown in Table I.
the first time, i.e.cp,. We assume that there are 100 subnets in a network do-
The third line of C(T") in (4) is the total authentication main where the visiting MU is roaming. The distanee,is
cost with the proposed protocol if > 7. In this case, it represented in terms of hops between the LAS and the HAS,
is clear that the total authentication cost is equal to the sumhich is set to 10. The related authentication costs in terms of
of authentication cost for all the authentication requests sentmber of signalings or the number of records associated with
by the MU in the foreign network domain and the cost tthe risk of one local SA arg4, 4, 1, and2 for ¢,,, c,, ¢, and
compensate the risk that the SA is being cracked in fime ., respectively, which have been evaluated in Section III-C.
The authentication cost for one local authentication requeBly assuming thaf’,, = 10 minutes,7 can be obtained with 5
cn, Can be evaluated with the number of signalings. As shows 505 minutes. The call arrival rate of the visiting MU is
in Fig. 3, ¢, = 4. Similarly, ¢,,, can be represented with theassumed to be 0.3 times per minute. The coefficieim our

C(T) =

TC



TABLE |
SIMULATION PARAMETERS.

| M | n|cw]|cn]e | e | T, (mnutes)| 7 (minutes)| A (per minute)[ 3 |
(100 [10[24 [ 4 [1]2] 10 | 505 ] 0.3 | 0.8 ]

Total Authentication Cost vs. Call Arrival Rate

proposed protocol is assumed to be 0.8, which can be adjusted 8000 hl _

according to the knowledge of the risk in the environments. 2~ Total Authentioaion Gost with Praposed Protocol
For example, if the historical data show that many attacks 7000 ~ R
succeeded recently, the environment can be thought unsafe,
and the value of? can be set to a big value, which indicates
the risk increases very fast. If the historical data show that the
attacks to the local SAs did not succeed frequently, the value
of 3 can be set to a small value to demonstrate a slow increase
of the risk with the time. The estimation of a good value for

(4 in an environment is out of the discussion of our paper, and

6000

5000

4000

Total Authentication Cost

3000

we will discuss it in our future work. 2000

We evaluate the effects of residence time, call arrival rate,
number of hops between LAS and HAS, and number of %15 020 o025 030 035 040 045 050 055 060
subnets in a network domain on the total authentication cost. Call Artival Rate of a Visiting MU, A (min”)

T.he numencal.reSU|ts are shown in Fig. 5, Fig. 6, Fig. 7, anEig. 6. Total Authentication Cost vs. Call Arrival Rate of a Visiting MU.
Fig. 8, respectively.

5500 increases with the call arrival rate. Accordingly, the total

-+ Total Authentication Cost with DIAMETER ! ! -

30—~ Tot Authenticaton Costwith Proposed Potoco el authentication cost increases with the increase of call arrival
o rate. In some cases that < 0.18, the total authentication
45001 - (. cost with DIAMETER is less than our proposed protocol. It is

because the proposed lightweight protocol needs to establish,
refresh, and keep a local SA, which takes costs. If the call
arrival rate, i.e., the number of authentication requests during
residence time in a network domain, is too small, the costs
spent with the proposed protocol is not worthy. However, if
the call arrival rate is bigger than 0.18 times per minute, the
proposed lightweight protocol economizes much authentica-
tion cost. The improvement of authentication costs increases
W07 & ¢ 10 1 12 13 14 15 with the call arrival rate. When. = 0.3, the improvement of
Residence Time of an MU in a Subnet, T, (min) our proposed protocol is abogt.7%.
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Total Authentication Cost
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Fig. 5. Total Authentication Cost vs. Residence Time of an MU in a Subnet. Total Authentication Cost vs. Number of Hops

5000

-+ Total Authentication Cost with DIAMETER
—— Total Authentication Cost with Proposed Protocol

In Fig. 5, the total authentication cost is increasing with L
the increase of residence time of a visiting MU in a subnet. 4500 .7
The longer the MU stays in current network domain, the

more authentication requests the MU sends. Therefore, the ¢ “* ‘ O S
total authentication cost increases due to the large amount § e

of authentication requests. This increasing trend is same to & | o
DIAMETER and our proposed protocol. However, the total j_‘: 2000l o - ]
authentication cost with our proposed protocol outperforms ¢ -

that with DIAMETER because the authentication with local 2500k _ ; ; ; ]
SA avoids the remote authentication signalings. The improve- >
ment is abouB4.3% whenT,. = 6 and34.8% whenT,. = 12.

Fig. 6 shows a trend in both DIAMETER and our proposed
protocol that the total authentication cost increases with the
increase of call arrival rate of a visiting MU. Whenever a call Fig. 7. Total Authentication Cost vs. Distance between LAS and HAS.
is initiated, an authentication request is sent out. Then, the

number of authentication requests in current network domainThe relationship between the total authentication cost and

2000 i i i i i i i i
5 6 7 8 9 10 11 12 13 14

Number of Hops between LAS and HAS, n



the number of hops between LAS and HAS is shown in Fig ¢an guarantee the secure transmission of information. In order
We can see that the authentication cost with DIAMETER determine the life time of the local security association, an
increases with the increase of the number of hops betwesuthentication cost function, which considers traffic, mobility
LAS and HAS, while the authentication cost with the proposeqehtterns as well as risk evaluation, is proposed. By minimizing
lightweight protocol remains constant with the increase tffie authentication cost, the optimal life time of the local secu-
the number of hops between LAS and HAS. The reasonrity association is obtained. The numerical results reveal that
that whenever a session authentication is initiated, the chatir protocol outperforms DIAMETER greatly under various
lenge/response authentication in DIAMETER needs the LA®nditions such as long residence time and high volume of call
to authenticate the MU from the HAS, which requires remotarival rate. In summary, we provide an applicable lightweight
delivery of the credentials. Therefore, the authentication caatthentication protocol on AAA architecture, which combines
with DIAMETER increases with the number of hops betweetihe authentication efficiency with mobility pattern, traffic
the LAS and HAS. In the proposed lightweight protocol, aftgrattern and risk evaluation, and improves the authentication
the first authentication, the rest of the authentication requesfficiency greatly.

for the visiting MU become local authentication, which has
no relation with the number of hops between the LAS an
the HAS. Therefore, the authentication cost with propose
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