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Integration of authentication and mobility management
in third generation and WLAN data networks

Wenye Wang*-t, Wei Liang and Avesh K. Agarwal

Department of Electrical and Computer Engineering, North Carolina State University, Raleigh, NC 27613, U.S.A.

Summary

The successful deployment of wireless local area networks (WLAN) for high speed data transmission and cellular
systems for wide coverage and global roaming has emerged to be a complementary platform for wireless data
communications. In order to fully exploit potentials in 3G/WLAN integration, authentication of roaming users
crossing different networks, must be coupled with mobility management, which is a challenging, yet not resolved
issue. The focus of this paper is on state-of-art solutions to Wi-Fi and cellular networks based on IP infrastructure.
Moreover, we introduce a new authentication architecture for fast authentication during inter-networking handoff
and large-scale heterogeneous networks. We show that the new architecture can reduce authentication latency
significantly and be adaptive to user mobility and traffic. Copyright © 2005 John Wiley & Sons, Ltd.
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1. Introduction

Wireless networks have evolved into a heterogeneous
collection of network infrastructures providing a wide
variety of options for user access such as Wi-Fi and
cellular networks. Based on Wi-Fi technology, wire-
less local area networks (WLANs) have demonstrated
an exceptional success in recent years because of their
high speed data transmission and flexible deployment.
Mobile users can easily access the internet through a
laptop or a portable digital assistant (PDA) with
embedded or removable 802.11 cards, thus experien-
cing data communications over the IP backbones.
However, WLAN systems are not capable of provid-
ing mobility and roaming support due to local author-
ization and registration. This limit is complemented
perfectly by established cellular networks on which

many users have depended for universal roaming. On
the other hand, even with the advances in general
packet radio service (GPRS) as 2.5G systems, as
well as universal mobile telecommunication systems
(UMTS) specified by third generation partnership
project (3GPP) and c¢dma2000 specified by 3GPP2,
low transmission rate and expensive data service have
made 3G cellular networks not preferable for mobile
data applications compared to WLAN systems [1].
Thus, broadband wireless access is promising and
achievable with complementary Wi-Fi and cellular
technologies because of their strength in different
perspectives. The missing ingredient is ubiquitous
mobility support that allows users to access two net-
work domains. One of the main challenging issues in
the integration or interworking of 3G/WLAN systems
is the authentication and mobility management.
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Authentication requires that a network, either a 3G
system or a WLAN authenticate users as they claim
who they are. However, a network cannot authorize an
unknown user without having users’ identity and
trustworthy records. Moreover, authentication is
always prior to location registration and service de-
livery, which are two operations in mobility manage-
ment. Therefore, authentication must be considered in
support of universal roaming. In particular, due to the
open medium of wireless and the mobility of roaming
terminals, along with the use of IP backbone net-
works, sensitive data information and user identity,
even wireless network itself, are vulnerable to attack.
Although security issues can occur in both wired and
wireless networks, risks in wireless domain are
greater than those in wired networks due to weak-
nesses in wireless protocols [2]. The increasing con-
cerns about security and universal access, therefore,
necessitates the integration of authentication and
mobility management.

There are many security concerns in 3G/WLAN
interworking, such as user identity privacy, data integ-
rity and confidentiality as described in Reference [1].
In this paper, we focus on the issue of authentication
of mobile users in support of mobility. Authentica-
tion is inherently a security technique, which is
designed to protect networks against acceptance of a
fraudulent transmission by establishing the validity of
a transmission, or an originator. During the authenti-
cation process, a user must provide verifiable creden-
tials. When a mobile node requests service from a
network other than its home network from which it
subscribes the service, it must provide sufficient
individual information for authorization and register
its location to the home network for subsequent
service. This process of authentication and registra-
tion plays a very important role in protecting the
confidentiality and integrity of wireless networks
through denying an unauthorized transmission and
preventing intrusions [3-6].

Therefore, authentication has a great impact on
network security and mobility management in wire-
less data networks. First, authentication is aimed at
ensuring network resources are used by authorized
users, which is a security mechanism to prevent
resources from any illegal use or damage. Second,
authentication involves negotiation of credentials for
secure communications. Credentials are usually the
records or identification for attesting the truth of
certain stated facts such as users identity. While the
major purpose of authentication in wireless networks
is to authorize networking access, it also has signifi-

Copyright © 2005 John Wiley & Sons, Ltd.

cant influence on the quality of on-going service
because authentication may induce signaling over-
head. The delay caused by the authentication may
increase packet loss and even reduce throughput. All
of these factors will degrade the quality of service
(QoS). Therefore, authentication and mobility support
cannot be segregated and must be considered together
as an integral in 3G/WLAN systems.

The rest of the paper is organized as follows. We
introduce a generic authentication architecture and
design concerns in Subsection 2.1. Then we present an
overview of up-to-date authentication solutions to 3G
and WLAN systems in Section 2. A new authentica-
tion scheme developed for inter-domain roaming is
described in Section 3. Finally, we conclude the paper
and discuss future challenges in Section 4.

2. Authentication and Mobility Support
in 3G/WLAN Systems

Authentication can be performed during the process
of registration in that the system needs to determine
the current location of a mobile client for service
delivery given available information stored in system
databases. Location registration and service delivery
are critical to mobility support and QoS provisions.
Therefore, authentication and authorization mech-
anisms must be designed in combination with
mobility management, especially for inter-domain
roaming. In this section, we describe authentication
in UMTS/cdma2000 systems, WLANSs, and 3G/
WLAN integration.

2.1, System Architecture and Design Issues

Mobility support in wireless networks has been re-
searched extensively in the past decade [7]. Especially
for UMTS systems, the mobility management is very
similar to 2G systems because core network is sepa-
rate from radio access network (RAN). The author-
ization of user identity is implemented through
registration, a process for validating users records in
centralized databases home location register (HLR)
and authentication center (AuC). Registration is
usually discussed in the context of mobility manage-
ment in both cellular and Mobile IP networks [7-9].
Mobile IP is proposed by IETF as a network layer
protocol to facilitate macro mobility in WLAN sys-
tems, which is not only recommended for WLLAN
systems, but more importantly, it is considered as
a networking protocol by 3GPP2 for 3G cellular

Wirel. Commun. Mob. Comput. 2005; 5:665-678
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systems [10]. Thus, Mobile IP with authentication,
authorization, and accounting (AAA) extensions
is developed to provide secure communications
(11,12}

Previous efforts on mobility management for seam-
less roaming have been mainly on the architectural
design and vertical handoff between 3G and WLAN
systems [13,14]. To be more specific, the integration
of authentication and mobility management is focused
on authentication architecture and signaling inter-
operation to reduce handoff latency [15-19]. How-
ever, authentication in wireless networks brings about
new challenges and design considerations, which go
far beyond conventional security solutions for wired
networks and mobility management for wireless net-
works. These design considerations, which are the
driving force for developing new solutions rather than
using existing mobility support technologies, can be
summarized as follows:

o Architecture: In distributed or heterogeneous wire-
less networks, there maybe many mobile users
roaming among network domains with different
technical specifications, signaling formats, identity
authorization credentials, network protocols, and so
on. The coverage of each autonomous network
varies from tens of meters in WLANSs to tens of
kilometers in 3G systems, depending on the design
and architecture of each network. Inside an auto-
nomous network, there is an authentication server
(AS), which is a centralized server for authenticat-
ing users within the coverage of the network as
shown in Figure 1.

An access router (AR) can either be a radio
network subsystem (RNS) in UMTS or an access
point (AP) in WLAN. Each mobile node, the device

Authentication
Architecture

Mobile User

Mobile User

used by mobile users, has a permanent authentica-
tion association with the AS in its home network
from which a mobile user subscribes service.
Authentication servers trust each other based on
security associations (SAs), which is a one-way
relationship between a sender and a receiver for
security service defined in IP security (IPSec).
Authentication architecture, which inter-connects
authentication servers, has a great impact on per-
formance of authentication mechanisms and proto-
cols for heterogeneous environments because user
credentials will be transmitted through the authen-
tication architecture; thus, it is an important design
issue in 3G/WLAN integration.

Scalability: Due to traffic volume as well as service
coverage, the number of mobile nodes in each
network varies from less than ten in an WLAN to
thousands of users in 3G networks. Also, the
roaming pattern from one network to another may
be different in time periods, for example, during
peak hours, many people may drive from home to
work place and vice versa, so called ‘high-mobi-
lity, whereas lower mobility may be the case after
business hours for the same group of people in the
same area. Therefore, authentication solutions de-
veloped for wireless networks must be scalable
enough to adapt to various user densities and roam-
ing patterns.

Security service: In order to protect information
secrecy, data integrity, and resource availability for
users, security architecture and protocols are de-
signed. Information secrecy means to prevent im-
proper disclosure of information; data integrity is
concerned about improper modification of data; and
availability is to prevent improper denial of service
provided by the system. As an important approach

AS: Authentication Server
AR: Access Router

--- :Radio Link

— : Security Association

Fig. 1. System model of authentication in wireless networks.

Copyright © 2005 John Wiley & Sons, Ltd.
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in providing security for network service, authenti-
cation is a critical part in maintaining these service.
During the authentication process, especially for
inter-domain roaming, a mobile node needs to
negotiate cryptographic algorithms with an authen-
tication server and obtains keys for subsequent data
transmission. In addition, authentication can miti-
gate the attack of denial of service in which band-
width is overwhelmed by useless packets sent into
the network on purpose to block legitimate network
traffic. Complicated authentication protocols can
use security associations for each connection seg-
ment and enable data encryption throughout the
entire session of data delivery.

e Overhead: Since authentication is a necessary
procedure before actual transmissions over radio
channels, it unavoidably introduces overhead into
the network. An authentication process includes
negotiation of encryption/decryption algorithms,
encryption/decryption of messages, transmission
of messages, and credential verification. Therefore,
the overhead includes signaling, verification, and
transmission cost used to exchange credentials
between mobile clients, home networks, and
authentication servers. Also, encryption/decryption
algorithms require strong processing and computa-
tion capabilities, which must be considered for
power-limited mobile devices. Meanwhile, authen-
tication delay and inefficient bandwidth utilization
may be caused by authentication signaling and
other processes such as encryption/decryption for
high mobility nodes.

2.2. Authentication Architecture and Protocols
in 3G Systems

UMTS are envisioned to provide always-on, wide-
area connectivity with relatively low data rates to
users with high mobility, whereas WLANs offer
much higher data rates to users with low mobility
over smaller areas. In order to enable wide-area
roaming capability for data networks, the security
architecture of UMTS has been improved compared
to 2G systems. For both data and voice services, an
RNS communicates with mobile stations equipped
with UMTS subscriber identity module (USIM),
which is controlled by a radio network controller
(RNC).

Authentication in UMTS is defined as part of Net-
work Access Security in UMTS security architecture
[20]. Network access security defines a set of security

Copyright © 2005 John Wiley & Sons, Ltd.

features that provides users with secure access to 3G
service and prevents the attacks on the (radio) access
link in particular. They are related to entity authenti-
cation in two aspects: user authentication and network
authentication. User authentication means that the
serving network corroborates the identity of the
user; whereas, network authentication concems how
the user corroborates that he/she is connected to a
serving network that is authorized by the user’s home
environment to provide him/her service. The set of
security features that enables nodes in the provider
domain to securely exchange signaling data and pre-
vents the attacks on wired networks is defined as
Network Domain Security. Security features that
protect communications between users and mobile
stations inside the coverage of service providers are
defined as User Domain Security and Application
Domain Security, respectively.

To achieve these objectives, it is assumed that the
entity authentication should occur at each connection
set-up between the user and the network. Two me-
chanisms have been included for entity authentica-
tion: an authentication vector delivered by the user’s
home environment (HE) to the serving network and a
local authentication mechanism. Using an authentica-
tion vector between HE and serving network is like
the inter-domain authentication procedure since a
local authority does not have the credentials of the
mobile node and must request the authentication
approval from the HE of the mobile node. A local
authentication mechanism is like the intra-domain
authentication, in which a local authority has enough
information to authenticate a mobile node, and it uses
integrity key established between a user and its ser-
ving network during the previous execution of the
authentication and keys establishment procedure.
However, when authentication vector is used, the trust
relationship between the local authentication entity, a
visitor location register (VLR) that may be collocated
with serving GPRS service node (SGSN), and an HE
is always assumed to exist. The mutual authentication
procedure between the USIM and the SGSN/VLR is
called UMTS authentication and key agreement
(AKA), which has been introduced in a good level
of details in Reference [21].

In addition to UMTS, another important standard
for 3G systems is cdma2000, which is specified by
3GPP2. The major difference between cdma2000
and UMTS is that cdma2000 systems support AAA
for Mobile IP. Thus, for integration with WLANSs,
it is required that 802.11 gateways support Mobile
IP functionalities [18]. The authentication and key
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agreement for cdma2000 is very similar to UMTS,
except specific algorithms used for random number
generation, which is standardized in cdma2000, but
not included in UMTS [22]. Also, key generation
algorithms are slightly different, including encryption
and decryption algorithms, which subsequently affect
the authentication vectors for re-authentication and
tracking. More details of access security in cdma2000
can be found in Reference [22].

2.3. Mobile IP with AAA Extensions

Standards for terminal mobility over the intemnet,
Mobile IP enables WLAN roaming and promises to
enable terminals to move from one subnetwork to
another, as packets are being sent, without interrupt-
ing this process [23]. Mobile IP is of particular
important because it is the basis for the 3G/WLAN
integration [1,18].

2.3.1. Authentication in Mobile IP

In basic Mobile IP architecture, an authentication
extension (AE) is defined for registration messages,
which consists of a security parameter index (SPI) and
an authenticator calculated by using a keyed-hash
function. It is designed to provide entity authentica-
tion which protects home agent (HA) and mobile
nodes (MNs) against replay attacks, either by time-
stamps or by nonces, a random number. However, it
does not provide data protection between foreign
agent (FA) and the MN. The protocol assumes that
security associations between FAs and HAs already
exist. This assumption requires a huge effort to
manage, and it may not be effective for scaling up
networks. To strengthen relay protection, Mobile IPv4
challenge/response extensions (MICRE) is developed.
This protocol provides replay protection for all
messages exchanged with Mobile TP protocol by
defining two new types of message extensions: chal-
lenge extension for FA advertisement messages and
mobile challenge response extension for registration
messages [24]. When an MN wants to authenticate
itself, it must send an authentication request message
with the challenge value received from the FA adver-
tisement. By checking the challenge value to see if it
has already been used, the FA can avoid a malicious
replay attack from an MN.

The verification of the challenge value depends on
the security association between the MN and its HA,
while the security association between the FA and the
MN may or may not exist. A secure scalable authen-

Copyright © 2005 John Wiley & Sons, Ltd.

tication (SSA) is aimed to provide Mobile IP with a
strong, scalable authentication mechanism based on
public key cryptography [25]. When an MN is moving
close to an FA, it receives an advertisement with
authentication extension and certificate extension
broadcast by the FA. The MN then extracts and
validates the certificate with a public key issued by a
certificate authority. After the verification, the MN
uses the public key of the FA from the certificate to
verify the digital signature in the FA authentication
extension, which is created using the FA’s private key.
Then, the MN obtains the secret key of the FA; thus,
the communication between the MN and the FA can
be protected. The secret key exchanged between the
FA and the HA is generated with the same method.
This scheme is able to provide security protection
between an FA and an MN, and between an FA and
HA for large-scale networks.

In order to expedite the authentication process for
inter-domain roaming, a rapid authentication (RA)
for mobile IP protocol is designed to provide Mobile
IP nodes and agents with necessary keys and infor-
mation needed to establish mobility security asso-
ciations within a foreign network [26]. By deploying
a key distribution center (KDC) in a foreign net-
work, this protocol is able to speed up the subse-
quent authentications for those mobile nodes that
have already registered in a foreign domain. Upon
entering a foreign domain, an MN first registers with
the KDC, optionally using public key to obtain a
secret key used for subsequent authentications.
Therefore, authentication latency for intra-domain
is decreased, while the MNs are required to differ-
entiate an initial authentication from a subsequent
authentication request. In summary, this scheme can
reduce latency and computational burden introduced
by public-key based, key management protocols in
Mobile IP networks.

2.3.2. AAA framework and protocol

Authentication process may incur a significant delay
due to transmitting credentials, which is critical to
MNs that are far away from their home networks.
Often time, it is necessary for access routers to keep
track of pending requests while the local authority
contacts the appropriate external authority. With these
requirements, RFC 2977 further provides authentica-
tion architectures for Mobile IP networks with AAA
extensions [19]. In the proposed basic architecture
shown in Figure 2(A), each local AAA server (AAAL)
should share security association with a home AAA

Wirel. Commun. Mob. Comput. 2005; 5:665-678
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A. Basic Authentication Architecture in RFC 2977
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B. Enhanced Authentication Architecture in RFC 2977 with a Broker

AAAH: Home AAA server
AAAL: Local AAA server

Fig. 2. Basic and enhanced authentication architecture in Mobile IP.

server (AAAH) of a roaming MN in current domain,
so that the AAAL can securely transmit MNs’ cre-
dentials. This configuration, however, may cause a
quadratic growth in the number of trust relationships,
as the number of AAA authorities (AAAL and
AAAH) increases, which is a problem identified by
roamops working group [19,27]. Using brokers is a
possible solution to the scalability problems asso-
ciated with requiring direct business/roaming rela-
tionships between every pair of administrative
domains. In order to provide scalable networks in
many service providers and large numbers of private
networks, multiple layers of brokers should be sup-
ported like the broker model described in Figure 2(B).
Integrity or privacy of information between the
home and serving domains may be achieved by either
hop-by-hop security associations or end-to-end secur-
ity associations established with the help of the broker
infrastructure. A broker may play the role of a proxy
between two administrative domains, which have se-
curity associations with the broker, and be able to relay
AAA messages back and forth securely [28]. It may
also enable roaming in two domains with which it has
associations, but domains themselves do not have a
direct association for carrying messages. Though this
mechanism may reduce latency in the transmission of
messages between domains after the broker has com-
pleted its involvement, there may be a large amount of
overhead messages as a result of additional copies of
authorization and accounting to the brokers. There may
also be additional latency for the initial access to the
network, especially when a new security association
needs to be created between AAALs and AAAHSs.
These delays may become important factors for la-
tency-critical applications such as voice over IP.

Copyright © 2005 John Wiley & Sons, Lid.

DIAMETER protocol is published by IETF as a
practical solution for AAA in Mobile IP networks
[3,29]. A DIAMETER server is defined as an author-
ity center, which is able to authenticate, authorize,
and collect accounting information for Mobile
IPv4 service rendered to a mobile node. The DIA-
METER base protocol is intended to provide an AAA
framework for applications, such as network access
or IP mobility, and work in both local AAA and
roaming situations. Nowadays, DIAMETER is being
deployed as a more flexible successor to the widely-
deployed RADIUS protocol for AAA. Security is
enhanced between AR and either HA or MNs
during AAA and registration process [29]. With these
advantages, the DIAMETER protocol is recom-
mended to be the authentication standard in Mobile
1P networks.

2.4, Authentication for Interworking 3G/WLAN

2.4.1.

For interworking of 3G/WLAN, the main issue is how
to validate a user’s credentials that are kept in authen-
tication servers. In [28], a 3G authentication server is
proposed as a new functional component in 3G
systems, which behaves as a gateway between
WLANSs and a 3G systems to support interworking.
The AAA server will terminates all AAA signaling
from WLANSs and route to other components in 3G
systems in which case it is called AAA proxy. The
counterpart in WLANs is WLAN AAA proxy, which
routes AAA messages to 3G servers. WLANs are
identified based on network address identifier (NAI),
which is sent by mobile nodes in their access requests.

Authentication servers and proxy

Wirel. Commun. Mob. Comput. 2005; 5:665-678



INTEGRATION OF AUTHENTICATION AND MOBILITY MANAGEMENT 671

Signaling and interfaces for different scenarios can be
found in the paper, including control messages be-
tween AAA proxy in WLANSs and 3G systems.

A similar idea that uses a security gateway (SGW)
instead of authentication proxies to integrates IP
mobility and security management together is pro-
posed in Reference [30]. IPSec tunnel mode is
enabled between the SGW and its MN by which the
SGW sets up an SA for each MN in its network.
The MN maintains a single SA between itself and the
SGW in its home network, whether the MN is in its
home subnet or it roams to a foreign subnet. The HA is
only responsible for Mobile IP registration and relay-
ing packets to MN’s CoA. The MN is protected by the
IPSec tunnel between the SGW and MN. While the
MN is roaming, there is no window of clear data
transmission over the wireless link, and there is no
need to re-establish an IPSec tunnel between the SGW
and MN. Therefore, this scheme provides a secure
communication segment between an roaming MN and
its HA without requiring that the foreign network
participate in the process.

2.4.2. AAA and inter-domain roaming

The most important objective of Mobile IP with AAA
extension is to support mobility for inter-domain
roaming, especially heterogeneous. When a mobile
object moves out of the coverage of its home network,
the network address of this mobile object, such as an
IP session address, is useless. To efficiently solve
these problems, a common architecture for handling
inter-system terminal mobility is developed by the
authors with Mobile IP authentication architecture as
shown in Figure 3 [17]. In this architecture, mobility

M
UMTS Operator A
MIP-AAA
UMTS Operator B

MIP-AAA

IP Core Network

support is integrated with AAA functions through
carefully designed signaling messages. In other words,
before an FA confirms the registration of a visiting
node, it contacts a foreign AAA server with an access
request message. Therefore, the AAA functions are
completed along with the registration. Since no sepa-
rate signaling is needed for authentication and registra-
tion, the number of packets exchanged is reduced.

In Reference [18], two architectures for 802.11 and
3G integration are proposed: tightly-coupled and
loosely-coupled interworking. In a tightly-coupled
architecture, the 802.11 network would emulate func-
tions in 3G; that is the 802.11 hides all details for the
3G networks and appears as either a packet control
function (PCF) in cdma200, or as an SGSN to the core
network. As a result, two domains would share the
same authentication server for billing and accounting.
To avoid the use of a common authentication mechan-
ism, based on USIM for 3G or removable user identity
module (R-UIM) cards for authentication on WLANS,
a loosely-coupled architecture can be used in which
two domains can use their individual authentication
solutions.

The interworking of authentication requires that a
new 802.11 gateway support Mobile IP functionalities
and new AAA servers in 3G networks. Consequently
3G networks can collect records of users in 802.11
through AAA service in two different network do-
mains. This would not be a serious problem for inter-
working ¢cdma2000 and WLANs because cdma2000
supports Mobile IP and AAA, whereas it requires
additional specifications for UMTS networks. The
main component in 802.11 gateway resides in so
called ITOWA gateway in which a RADIUS AAA
server is used. The server provides authentication

LAN (802.3)

MIP-AAA

MIP-AAA

W-LAN
802.11
A ( )

Fig. 3. Mobility support in heterogeneous networks.

Copyright © 2005 John Wiley & Sons, Ltd.
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service to 802.11 domain and also maintain an authen-
tication agreement with 3G systems.

2.4.3. Authentication and access control

To accomplish secure transmissions in wireless net-
works, both authentication architecture and protocols
are of importance. The architecture determines the
platform for implementing various protocols, while
the protocols on the architecture are necessary to per-
form authentication procedure and integrate access
control and security mechanism. Therefore, the inte-
grated design of authentication architecture and proto-
cols is a challenging issue, which nevertheless received
few attentions before. An access control architecture for
wireless IPv6 networks is proposed [31], in which
gateway access router connects the access network
with the public internet or a private Intranet, for
example campus network. Authentication protocol for
this architecture uses the standard IPSec encryption
header [32] to encrypt the secret credentials of other
users or a session key in order to avoid the need for a
secure key exchange mechanism and a special protocol
extension. The proposed protocol is intended to run over
IPv6 with public-key management to maintain scalabil-
ity and security between mobile users and their home
network.

3. A New Authentication Scheme for
Wireless IP Networks

As aforementioned, there are not much research on
the integration of authentication and mobility man-
agement by taking system performance into consid-
eration. One reason is that a massive amount of effort
is needed to complete an architecture design as well as
a set of protocols. Another reason is that the current
existing architectures and protocols are able to pro-
vide secure transmission over wireless networks,
though not satisfactory. The challenge is how to relate
secure transmission with overall system performance
in terms of scalability and quality of service since the
ultimate goal of wireless networks is to deliver a high
quality service to customers. We believe that this
issue deserves an in-depth study to improve secure
communications in 3G/WLAN integration. In this
section, we propose a new authentication architecture
on which a dynamic control scheme for efficient
authentication can be applied [33]. The new architec-
ture is composed of multiple, licensed authentication

Copyright © 2005 John Wiley & Sons, Ltd.

centers (LACs) in different wireless network domains.
Each domain can be either a WLAN, a wireless
personal area network (WPAN) or a 3G system
regardless of technical specifications in each network.

3.1. Security Association

The motivation behind our scheme is that existing
solutions of authentication architectures cannot sa-
tisfy various requirements of security and service in
wireless networks because of the use of static security
associations (SSA). A security association SA is
defined in IPSec, which describes how two or more
entities will utilize security services to communicate
securely. For example, an IPSec SA defines the
encryption algorithm, an authentication algorithm,
and the shared session key to be used during the IPSec
connection. A static SA (SSA) is defined as an SA that
does not change for a long time, for example one
month or throughout the period of service enrollment.
In addition, current architectures do not support con-
trol policies for dynamic authentication management
based on user mobility. An SA is a one-way trust
relationship between communicators, which affords
security service on the traffic with parameters of
encryption/decryption method, shared key and life-
time. A flexible SA (FSA), in contrast to SSA, is an
SA created on demand to provide a temporary security
service for one communication session. An FSA can
be established by a four-way handshake protocol in
transport layer security (TLS) and changed by adjust-
ing its parameters [34]. In other words, the trust
relationship can be removed when a time threshold
is reached or the service is terminated.

The advantage of applying FSA is that it can reduce
the number of SAs between wireless networks, which
has been identified as an important factor of security
and manageability in References [27,35]. A huge
number of SAs impose great effort to manage the
SAs and keep them safe at ACs, which causes man-
ageability problems in wireless networks [27]. More-
over, time to establish an SA is extensive [36], which
may cause long authentication delays and further
deteriorate the bandwidth efficiency to systems. In
addition, the longer an SSA exists, the more vulner-
able it becomes to potential attack on it, which is more
serious in the open medium of wireless networks. For
example, an SA, which is applied at wired equivalent
privacy (WEP) in 802.11b and 802.1x between an MN
and an AR, can be cracked within 15min for its
constant, small size, encryption key with small
size [37].
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3.2. Authentication Architecture and
Licensed Authentication Center

An LAC is an authority that is responsible for authen-
ticating MNs applying for service in a wireless net-
work. Each wireless network only has one LAC with
two functions. One function is to process intra-domain
authentication for subscribers in the current network,
and the other function is to authenticate inter-domain
roaming MNs from other networks. For the intra-
domain authentication, because each MN in the
home network shares an SSA with the LAC, it can
be processed in a short time period by using DIA-
METER or RADIUS to authenticate local users SSA
[3]. For the inter-domain authentication, the LAC can
implement any control scheme to dynamically adjust
the lifetime of an SA based on QoS requirements and
mobility patterns.

The proposed authentication architecture is shown
in Figure 4, in which every AR in a wireless network
shares an SSA with the LAC. All of the MNs sub-
scribing to the service in a wireless network are
trusted by a HAS in the network, which is also an
LAC for visiting MNs. The LACs are connected to
each other by FSAs. In this example, there are three
wireless networks A, B, and C. Innetwork A, LAC, is
a local authentication authority. A1 and A2 are two
ARs in wireless network A. Al and A2 share SSAs
with LAC,. Network B is another wireless network,
in which LACj is also a local authentication authority.
B1 and B2 are two ARs in wireless network B, which
share SSAs with LACg. In the third network C, a local
authentication authority, LACc is responsible for

LAC: Licensed Authentication Center

AR: Access Router

authentications. LAC¢ is connected with two ARs,
C1 and C2, by SSAs.

We define the average number of SAs between
LACs in a period of time as Ny shown as follows,
which represents the effectiveness of using FSAs
between LACs:

i i Jo” (1)

Ne = i j=0j#£i Jo
N Tpl—ronoo TP

Mn—1 My-—1

=2 Dty ey
=0 j=0,#i
My—1 Mn—1

<Y Y tnAn = tnAnMn(My — 1)
i=0 j=0,j#i

where My is the number of LACs in our architecture,
T, is an observation time within which we count the
number of SAs, i and j are the indexes of the LACs in
a wireless network. t, is the maximal lifetime of
FSA between any two wireless networks, A, is the
maximal arrival rate of inter-domain authentication
requests. Because the unit of #,;, is milliseconds and A,
in a second is also small in reality, the condition
tnAm << 1 is satisfied in most cases. If the FSA is
alive, the value of n;(¢) is 1 for there only exists one
FSA from the LAC i to the LAC j, and the value of
n;(?) is 0, if the FSA does not exist. Then, the actual
number of SAs from the LAC i to the LAC j, ny(s), is
shown in Figure 5(a).

The main advantages of the proposed architecture
compared to existing solutions can be summarized as
follows.

<l HASs /
B].~ ‘\\\LACB

& P—F—7

.

.
L ‘ Network B

— : Static Security Association
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MNa->c: A Mobile Node is moving from home network A to network C

Fig. 4. Authentication architecture and licensed authentication centers.
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Fig. 5. Flexible security associations. (a) Number of SAs
from LAC i to LAC j. (b) Number of SAs between visiting
MN ¢ and LAC.

e No gateway routers are required in existing solu-
tions, gateway routers are proposed to deal with
inter-working of different systems, which is a
reasonable solution. However, we find out in our
experimental study, that the entity, which is able to
act as a gateway router, has been a major concern. It
involves many changes in the protocol stack as well
as interfaces, which is not trivial.

MN AR LAC LAC/HAS
BWRA
BWAA
| AuR 5]
Case 1 AuR
AuA AlA
SttEWRA T
BWAA
TLS
AuR
Case 2 AuR AuR
TLS
AuA AuA
AuA
BWRA
BWAA
TLS
Case 3 AuR
AuR
AuR
AuA AUA
AuA

e No enforcement of Mobile IP: As opposed to the
generic inter-domain authentication in [17,26],
Mobile IP and AAA are used to provide authentica-
tion among different systems. In our architecture,
an on-demand security association will be estab-
lished based on user mobility and service require-
ment, rather than going through the core network in
cellular systems and home agent in Mobile IP.

¢ No bottleneck in local authentication servers: In
our scheme, the number of security associations
depends on authentication requests per user-basis
as well as user movement pattern. Security associa-
tions can be released from time to time. Therefore,
this architecture is adaptive to distributed network-
ing environments.

3.3. Authentication Process

For inter-domain roaming users, the LAC manages
two kinds of FSAs to process authentication requests:
one between the visiting MN and the LAC and the
other between the LAC and HAS of the visiting user.
The HAS can also be an LAC for intra-domain
authentication. The operation processes of LACs in
handling different roaming scenarios are shown in
Figure 6 in three cases depending on the existence of
security associations between the MN, the LAC, and
the HAS of roaming MNs.

MN: Mobile Node
LAC: Licensed Authentication Center

AR: Access Router
HAS: Home Authentication Server
BWRA: Bandwidth Request for Authentication

BWAA: Bandwidth Approval for Authentication
AuR: Authentication Request

AuA: Authentication Approval
TLS: Using TLS Protocol to Set Up SA

Fig. 6. Authentication for inter-domain roaming.

Copyright © 2005 John Wiley & Sons, Ltd.
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e Case 1. If an MN has previously been registered
and authenticated, the SA used between the visiting
MN and the local LAC may not be expired. Then, in
the subsequent communications, the MN can reuse
this SA to authenticate itself in current domain by
indicating the SA and sending the encrypted cre-

dentials of MN to the LAC. After the LAC decrypts

and verifies the secrete data, if the plaintext is
identical with the data stored in the LAC, the MN
will be authenticated, after which the LAC gener-
ates, encrypts, and transfers a session key for the
MN and the AR serving for the MN. In this case, the
time interval between the end of service time and

text because it is a scalability issue as described in
Subsection 3.2.

3.4. Location Registration and Service Delivery

The proposed authentication architecture and process
can be easily extended to location registration and
service delivery for mobility management. In the
operation of location registration, mobile users update
their current location to their home networks from
which they subscribe their services.

o Location registration: If auser has already registered

next authentication request is important because the
MN may reuse the previous SA.

e Case 2: If an MN is a first-time visitor or its
previously used SA with the local LAC has expired,
the MN needs to establish an SA with the local LAC
first. The LAC must establish an FSA with the HAS
of the visiting MN to authenticate the MN. With the
establishment of two FSAs, the credentials of the
MN are encrypted and sent to the HAS for authen-
tication. If this request is approved and returned to
the local LAC, the LAC will generate a session key
for the MN and the AR serving for the MN.

e Case 3: An MN from a foreign domain does not
share an SA with the local LAC, but the local LAC
has the SA with the HAS of the MN because of
previous authentications. In this case, the MN needs
to establish an SA with the local LAC. Then, the
credentials of the MN are encrypted and sent to the
HAS for authentication. If this request is approved
and returned to the local LAC, the LAC then
generates a session key for the MN and the AR
serving for the MN.

With the designed authentication architecture, in-
telligent control schemes can be exerted for efficient
authentication by managing flexible security associa-
tions for inter-domain roaming between 3G/WLAN
integrated environments. For example, the objective
function can be an optimal threshold time based on
handoff delay requirements and mobility patterns. So
the new authentication architecture is adaptive and
flexible for inter-domain authentication. Many design
factors can be considered in control schemes, such
as bandwidth efficiency, delay, scalability, and so
on. For example, the objective function can be an
optimal threshold time based on handoff delay re-
quirements and mobility patterns. We use a simple
control scheme with the aim to reduce the average
number of SAs and authentication delay in this con-

Copyright © 2005 John Wiley & Sons, Ltd.

with a network, which is the Case I described in the
previous section, that means, within the lifetime of
FSA, there is no need to register or update with the
user’s home network again. The latest records of this
user’s location is the current network ID stored in the
user’s HLR or home agent, which is completed when
the userregistered with the new network. If the mobile
node does not have an existing SA, or it has not
registered with the current network, which are de-
scribed as Case 2 and Case 3 in Figure 6, then locations
will be updated during the communications between a
local LAC and the LAC or HAS at a mobile user’s
home network, Therefore, there is no separate process
needed for location registration.

Service delivery: When an incoming call arrives to
a mobile node, the current network is required to
setup the connection for service delivery. In this
case, both caller and the callee will be authenticated
for their service. From the location registration and
authentication process, in fact, the caller is authen-
ticated. Thus, there is no separate process needed to
authenticate and authorize caller according to the
proposed solution. However, the authentication of
callee may still be needed. We assume that service
delivery will follow the normal operation in the
user’s home network, that is, a service request will
first be delivered to the user’s home network, then
the home network forwards this request to the
current network serving the callee. The authentica-
tion process described in the previous section can
be modified by changing the initiator, that is, the
LAC will send a request to a mobile user, asking
for credentials to confirm that the callee is author-
ized to take the service. This is very similar to the
authentication process for location registration,
except for authentication request initiated by the
LAC. To avoid repetition the signaling diagram of
service delivery is omitted here because it is similar
to the process of location registration.
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3.5. Numerical Results

We evaluate average authentication latency, band-
width efficiency, and average number of SAs of the
proposed scheme. We define the average authentica-
tion latency, T, as the ratio of the sum of all the
authentication latencies of inter-domain authentica-
tion requests to the number of these requests. We
focus on the inter-domain authentication and compare
the results with existing schemes in hierarchical
authentication architecture [19], in which hierarchical
AAA brokers (AAABs) are trusted by many AAALs
to relay credentials. When an AAAB cannot find an
SA for two networks, it goes through AAABs in
higher levels to find it. With this model, the number
of SAs can be reduced. Therefore, the manageability
of networks can be maintained. However, the hier-
archical architecture of AAABs may take a long time
to search upper AAABs during inter-domain authen-
tication, and chaining AAA servers may result in a
number of security threats, for example, man-in-mid-
dle attack [27].

To improve the bandwidth efficiency during auth-
entication, we develop a dynamic security association
control scheme for efficient authentication. The new
distributed authentication architecture which utilizes
fewer SAs than the hierarchical architecture, and
provides great security and independence between
different wireless networks as well as scalability.

Two networks are considered in the simulation with
two LACs and two ARs in the proposed architecture.
For the hierarchical architecture, there is one PAC,
two ACs, and two ARs in the networks. Important
parameters are defined in Table 1. All of the time
variables are supposed to be exponentially distributed
with mean values. A,y is arrival rate of new inter-
domain authentication requests, and T, is a time
interval defined as Ty = l/a — T,, — T, according to
Figure 5(b). The time variables are obtained from

Table I. Simulation Parameters.

Parameters Values Parameters  Values
Radio channel BW 3840 (kbps) u(f) &
B, 50 (kbps)  A(s™h) a5
B, B, k 50
T 1(s) o 0.1
Apn 0.2 (calls/s) C 5
MAC access delay time 0.01 (s) A 0.5

Transmission and propagation  0.07 (s) TWTyy 0.1 (s)
time (hierarchical arch)
Transmission and propagation
time (proposed arch)

0.05 (s) T 10 (s)

Copyright © 2005 John Wiley & Sons, Lid.

[36,38]. Since the fastest successful crash time of an
SA in WEP is around 10 min [37], we use 10 min as
the value of 1/X.

In Figure 7, we observe that T,, is reduced greatly
with the proposed scheme. Compared with Toy in
hierarchical architecture without the control scheme,
the improvement is between 24 and 34% although T,
is increasing slowly in the proposed scheme with the
increase of Ay The benefit comes from the control
on the establishment of ESAs for visiting MNs. Part of
previously authenticated MNs do not need to establish
the SA with the LAC during authentication. However,
when A,y increases, the number of new visiting MNs
is increased. They cannot obtain the benefit from the
management of SA between an MN and the LAC in
our control scheme. Therefore, T,, increases with the
increase of Ay

In Figure 8, the average number of SAs, Ny, is
compared between our control scheme on new archi-
tecture and the hierarchical architecture without the
control scheme. The improvement of Ny with the
control scheme is between 70 and 90%. This benefit
comes with the small authentication latency and
arrival rate of authentication requests between LAC
and HAS, which is shown in Equation (1). Ny
decreases with the increase of Apn because the
increased A,y causes more authentication requests
to share an FSA between the LAC and HAS for
authentication. Compared to the individual authenti-
cation in different time, the share reduces the average
number of SAs.

Therefore, the proposed new architecture allows
dynamic security association control scheme for

Average Authentication Latency

T] - Hierarchical Authentication Architecture
-] =¢—_Proposed Control Schems on New Architecture

€50

[o23
[=1
[=]

&

Average Authentication Latency (Tav) (ms)
3‘ e
3 =]

Y
=3
(=]
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Arrival Rate of Interdomain Authentication Requests (A MN) (1/Sec)

Fig. 7. Authentication latency versus arrival rate of authen-
tication requests.
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Average Number of SAs during interdornain Authentication
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Fig. 8. Average number of SAs versus arrival rate of
authentication requests.

efficient authentication for inter-domain roaming,
which is applicable to heterogeneous environments
such as 3G/WLAN integration. Intelligent manage-
ment of SAs between different wireless networks,
and between visiting mobile devices and local ACs
can be enforced and applied based on user mobility
and even quality of service. By choosing an optimal
threshold time for the SAs based on authentication
traffic and residence time in a network domain, our
scheme can reduce authentication latency and average
number of SAs between different wireless networks,
simulitaneously.

4. Conclusion

In summary, we first presented a generic authentica-
tion architecture and discussed factors that would
be considered in new authentication solutions for
heterogeneous environments. Then, we provided
an overview of state-of-art solutions with respect to
authentication issue for 3G/WLAN integration. In
addition, we proposed a new architecture for dynamic
authentication management which enables control
schemes to be applied for efficient authentication
and mobility management. Numerical results are
provided to demonstrate the effectiveness of the pro-
posed scheme in terms of improving scalability and
reducing authentication latency. In the future, wireless
services will be based on IP infrastructure for public
access; thus there are many opening issues in this
field, such as how to integrate QoS and mobility
management into authentication protocols because

Copyright © 2005 John Wiley & Sons, Ltd.

authentication process has a great impact on the
QoS and how to design security policy to be adaptive
to customized applications.
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